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Abstract—We proposea novel fault/err or model based on a graphi-

cal probabilistic framework. We arri ve at the Logic Induced Fault En-

codedDirectedAcyclic Graph (LIFE-D AG) that is proven to bea Bayesian

network, capturing all spatial dependenciesinduced by the circuit logic.

BayesianNetworks are the minimal and exact representationof the joint

probability distribution of the underlying probabilistic dependenciesthat

not only useconditional independenciesin modelingbut alsoexploits them

for achieving minimality and smart probabilistic inference. The detection

probabilities alsoact asa measureof soft error susceptibility (an increased

thr eat in nano-domainlogic block) that dependson the structural correla-

tions of the internal nodesand alsoon input patterns. Basedon this model,

weshow that weareable to estimatedetectionprobabilities of faults/errors

on ISCAS’85 benchmarks with high accuracy, linear spacerequirement

complexity, and with an order of magnitude ( � 5 times) reduction in esti-

mation time over correspondingBDD basedapproaches.

I . INTRODUCTION

Fault DetectionProbability(FDP) is an importanttestability

measurethat is usefulfor not only generatingtestpatterns,but

also to vet designsfor random-inputtestability. Traditionally,

FDPhasbeenusedfor testpoint insertions,however, it canalso

beusedasrandomsingle-event-transient(SET)sensitivity mea-

sure,which is importantfor characterizationof impactof soft

errorsin logic blocks.

Fault DetectionProbability (FDP) of a stuck-at fault f
�

F,

where F denotesthe set of all faults, in a combinationalcir-

cuit, C, is the probability that f is detectedby a randomly

chosenequally-likely input patterns. Signal probabilities,as

well asFDP, areaffectedby spatialcorrelationsinducedby re-

convergence.State-of-the-artalgorithmfor computationof ex-

act fault detectionprobabilities,basedon Binary DecisionDia-

grams[4] do not scalewell, in termsof time andspacerequire-

ments,with circuit size.They usuallyrequirevariousheuristic-

basedapproximationsof thepuremodel.

We model single stuck-at-faults (errors) in large combina-

tional circuits using a Logic Induced Fault EncodedDirect

Acyclic Graph (LIFE-DAG) graph structure. We prove that

sucha DAG is a BayesianNetwork. BayesianNetworks are

graphicalprobabilisticmodelsrepresentingthejoint probability

function over a setof randomvariables.A BayesianNetwork

is a directedacyclic graphicalstructure(DAG), whosenodes

describerandomvariablesand node to node arcs denotedi-

rect causaldependencies.A directedlink capturesthe direct

causeandeffect relationshipbetweentwo randomvariables.In

a LIFE-DAG, eachnodedescribesthe stateof a line anda di-

rectededgequantifiesthe conditionalprobability of the state

of a nodegiven the statesof its parentsor its direct causes.

Figure1(a) givesthe conditionalprobability tableof an AND

gate. The attractive featureof this graphicalrepresentationof

the joint probability distribution is that not only doesit make

conditionaldependency relationshipsamongthenodesexplicit

but it also serves as a computationalmechanismfor efficient

probabilisticupdating.ProbabilisticBayesianNetworkscanbe

usednot only to infer effectsdueto known causes(predictive

problem)but alsoto infer possiblecausesfor known effects(the

backtrackingor diagnosisproblem). Thediagnosticaspectsof

BNs makesit suitablefor furtherusein test-patterngenerators.

We usedtwo stochasticalgorithmsbasedon Importancesam-

pling to computethe fault/errordetectionprobabilityusingthe
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LIFE-DAG model. An importancesamplingalgorithmgener-

atessampleinstantiationsof the wholeDAG network, i.e. for

all lines in our case.Thesesamplesarethenusedto form the

final estimates.At eachnode,this samplingis doneaccording

to animportancefunctionthatis chosento becloseto theactual

joint probabilityfunction.Specifically, weexploretwo stochas-

tic inferencestrategies:ProbabilisticLogic Sampling(PLS)[7]

andEvidencePre-propagatedImportanceSampling(EPIS)al-

gorithm[6], whicharediscussedin sectionV. It is worthpoint-

ing out thatunlikesimulativeapproachesthatsampletheinputs,

importancesamplingbasedproceduresgenerateinstantiations

for thewholenetwork, not just for theinputs.

We advancethe state-of-the-artin fault analysisin termsof

spaceandtimerequirementsandin providing auniformmodel.

A detaileddiscussionabouttime andspacecomplexity is given

in sectionV.

Most of theanalysisof FDP wasperformedin 80’s (aspro-

posedby Sethet al. [14], Wunderlich[17], etc.) In a laterde-

velopment(1988),Bayesiannetwork wasintroducedfor proba-

bilistic reasoningandbeliefpropagationandit hasbeenapplied

in artificial intelligenceand imageanalysis. Recently, in [8],

[9], switchingprobabilitiesandsignalarrivals in VLSI circuits

have beenmodeledusinga BayesianNetwork, however their

usein estimationof errordetectionprobabilitiesin digital logic

is new. In thispaper, weprovideafresherlook into anold prob-

lem by adoptinga novel andefficient scheme.However, this

probabilisticFDPanalysistechniquecanbeappliedto measure

SingleEventTransient(SET)sensitivity andsofterrorsuscepti-

bility [1] of logic circuitswhicharefuturenanotechnologychal-

lenges.We discussthis furtherin II.

I I . MOTIVATION

Whenhigh-energy neutronspresentin cosmicradiationsand

alpha particles from impurities in packagingmaterialshit a

semiconductordevice, they generateelectron-holepairs and

causea currentpulseof very shortduration,termedasSingle

EventTransient(SET).Theeffectof theseSETsmaybepropa-

gatedto anoutputlatchandcauseabit flip in latch,resultingin

asofterror. As thestoredchargein eachlogicalnodedecreases

with decreaseddimensionsanddecreasedvoltagesin nanome-

ter technology, even weakradiationscancausedisturbancein

thesignals,which resultsin increasedsoft errorfailurerate.

SET sensitivity of a node dependson the probability that

thereis a functionallysensitizedpathfrom thenodeto anout-

put latch (which is the sameas the fault detectionprobability

of the node),probability that the generatedSET is propagated

to the latchandtheprobability that the latchcapturesthe tran-

sitionsarriving at its input [1]. If the last two probabilitiesare

assumedto be one,FDP of a nodeis an accuratemeasureof

theSETsensitivity. In nano-domaincircuits,theseprobabilities

are very closeto onedue to very high operatingfrequencies,

reducedvoltage,diminishingdimensionsandreducedpropaga-

tion delays. HenceFDP is a tight upperboundof SET sensi-

tivity in nano-domaincircuits. Designerscanselectively apply

corrective measuresto nodeswith higher FDP than the ones

with lowerFDPto reducesofterrorfailurerates.

I I I . BAYESIAN NETWORKS

A Bayesiannetwork is a DirectedAcyclic Graph(DAG) in

whichthenodesrepresentrandomvariablesandasetof directed

links connectpairsof nodes.Thelinks representcausaldepen-

denciesamongthevariables.Eachnodehasaconditionalprob-

ability table(CPT)excepttheroot nodes.Eachroot nodehasa

prior probabilitytable.TheCPTquantifiestheeffecttheparents

have on thenode.Bayesiannetworkscomputethe joint proba-

bility distributionoverall thevariablesin thenetwork, basedon

theconditionalprobabilitiesandtheobservedevidenceabouta

setof nodes.

Fig. 1(b) illustratesa small Bayesiannetwork. The exact

joint probability distribution over the variablesin this network
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is givenby Eq.1.

P � x6 � x5 � x4 � x3 � x2 � x1 ��� P � x6 � x5 � x4 � x3 � x2 � x1 �
P � x5 � x4 � x3 � x2 � x1 � P � x4 � x3 � x2 � x1 �
P � x3 � P � x2 � P � x1 �	�

(1)

In this BN, the randomvariable,X6 is independentof X1, X2

and X3 given the statesof its parentnodes,X4 and X5. This

conditionalindependencecanbeexpressedby Eq.2.

P � x6 � x5 � x4 � x3 � x2 � x1 �
� P � x6 � x5 � x4 � (2)

Mathematically, this is denotedasI � X6 ��� X4 � X5 
 ��� X1 � X2 � X3 
 � .
In general,in aBayesiannetwork,giventheparentsof anodeX,

X andits descendentsareindependentof all othernodesin the

network. Usingtheconditionalindependenciesin Eq.2, wecan

arriveat theminimal factoredrepresentationshown in Eq.3.

P � x6 � x5 � x4 � x3 � x2 � x1 �
� P � x6 � x5 � x4 � P � x5 � x3 � x2 �
P � x4 � x2 � x1 � P � x3 � P � x2 � P � x1 �	�

(3)

In general,if xi denotessomevalue of the variableXi and

pa� xi � denotessomeset of valuesfor Xi ’s parents,the mini-

mal factoredrepresentationof exact joint probability distribu-

tion overm randomvariablescanbeexpressedasin Eq.4.

P � X ���
m

∏
k� 1

P � xk � pa� xk ��� (4)

IV. LIFE-BN: FAULT/ERROR MODEL

We first discussthe basicsof fault/errordetectionprobabili-

ties for random-patterntestabilityanalysis.Note that theprob-

abilistic modelingdoesnot requireany assumptionin theinput

patternsandcanbeextendedto biasedtargetworkloadpatterns.

Next, we sketch the conceptof Logic-induced-Fault-Encoded

(LIFE) DirectedAcyclic Graphthat representsthe underlying

fault/errormodel. In this probabilisticframework, we usepar-

tial duplication of the original circuit for the fault detection

logic. Only the sensitizedpathsfrom the fault/errorare du-

plicated. A set of comparatornodescomparesthe ideal and

error-sensitizedlogic. A logic onein suchcomparatoroutputs

indicatestheoccurrenceof anerror. Fault/Errordetectionprob-

ability of faults/errorsthat affect multiple outputs,is the max-

imum probability of the sensitizedcomparatoroutputs. These

detectionprobabilitiesdependon the circuit structuraldepen-

dence,the inputsandthedependenciesamongstthe inputs. In

thiswork,however, weassumerandominputsfor validationand

experimentationof our model.

We follow our discussionby proving that such a Logic-

induced-Fault-Encoded(LIFE) Directed Acyclic graph is in-

deedthe minimal I-map of the fault model for the � C � F �
and,hence,is a BayesianNetwork.

Definition: TheLogic InducedFaultEncodedDirectAcyclic

Graph(LIFE-DAG) correspondingto thefault detectionmodel

� C � F � whereC representsthe combinationalcircuit an F

representsthefault/errorset,canbeconstructedasfollows(We

illustratetheideaswith thehelpof asmallfaultdetectioncircuit

andtheLIFE-DAG constructedfrom it, asshown in Figure2):

The modelconsistsof the combinationalcircuit C (fault/error-

free)andasetof fault/errorsensitizedlogic blocks,Sf � f
�

F ,

which propagatetheeffectof thefaults.

� Nodesof LIFE-DAG arerandomvariableswith two possi-

blevalues,0 or 1. Thereare7 typesof nodes.

1. � Z 
 : Primaryinputs.

2. � F 
 : Nodesrepresentinginjectedfaults.

3. � X 
 : Internalnodesin thefault-freecircuit C. Example:

X21.

4. � X f � f
�

F 
 : Correspondinginternalnodesin the du-

plicatedcircuit (descendentsof � F 
 ). Example:X f1
21

5. � Y 
 : Primaryoutputsof fault-freecircuit C. Example:

Y22.

6. � Y f � f
�

F 
 : Correspondingfaulty outputs.Example:

Y f1
22 .

7. � E f
o
� o � Out put � set � � f � F 
 : Setof all thedetection

nodes(comparatoroutputs). Cardinality of this set is

determinedby the numberof testableoutputsfor each

fault in thefault set.Example:E f1
1
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� Edgesof LIFE-DAG aredirectedanddenotedasordered

pair � u � v� , denotingu causesv. The edgeset canbe

classifiedasfollows:

1. � Z � X 
 : Edgesbetweenprimary inputs and gatesin

C, which aredirectly fed by the primary inputs. These

edgesarepartof theoriginal circuit C.

2. � F � X f 
 : Edgesfrom the inducedfaulty inputsto the

duplicategatesin thefault sensitizedlogic block,Sf .

3. � Z � X f 
 : Edgesfrom theprimary inputsto thedupli-

categatesin Sf . Notethat this edgeindicatesthat there

must be at leastoneparentof X f that is in � F 
 or in

� X f 
 .
4. � X � X 
 , � X f � X f 
 : Edgesbetweenthenodesrepre-

sentingthe internalsignals(Edgesfrom the input of a

gateto thecorrespondingoutput).

5. � X � Xf 
 , � X � Y f 
 : Edgessuchthatchild nodev is in

Sf (in � X f 
 or in � Y f 
 ) andtheparentu is in theoriginal

circuitC. Theseedgesarecalledbridgeedges.Notethat

this edgeindicatesthattheremustbeat leastoneparent

of v thatis in � X f 
 or in � F 
 . Example:X21 � Y f2
23 .

6. � X � Y 
 , � X f � Y f 
 : Edgeswhereparentnodeu is an

internalsignalfeedinganoutputgateandthechild node

v representsthecorrespondingoutputsignal. Example:

X21 � Y23 andX f1
21 � Y f1

23

7. � Y � E f
o 
 andcorresponding� Y f � E f

o 
 : Edgeswhere

u is the outputnodein Y (or Y f ) andv is thedetection

nodeE f
o . Theseedgesarequantifiedby a xor gate.Ex-

ample:Y22 � E f1
1 andY f1

22 � E f1
1

Theorem: The LIFE-DAG structure,correspondingto the

combinationalcircuit C anda Fault setF is a minimal I-map

of the underlyingdependency modelandhenceis a Bayesian

network.

Proof: Markov Boundaryof a variablev in a probabilistic

framework, is the minimal setof variablesthat make the vari-

ablev conditionallyindependentof all the remainingvariables

in thenetwork.

Let us order the random variables in the node set,

��� Z 
 ��� F 
 ��� X 
 ��� X f 
 ��� Y 
 ��� Y f 
 ��� E f
o 
�
 such that for every

edge � u � v� in LIFE-DAG,u appearsbeforev.

With respectto this ordering,the Markov boundaryof any

node,v � ��� Z 
 ��� F 
 ��� X 
 ��� X f 
 ��� Y 
 �
� Y f 
 ��� E f

o 
�
 is given asfollows. If v representsan input sig-

nal line, thenits Markov boundaryis thenull set. If v is a fault

node f in the fault setF, thenalsoits Markov boundaryis the

null set(sincethis is treatedasaprimaryinputwith aparticular

value). And, sincethe logic valueof an outputline is just de-

pendenton theinputsof thecorrespondinggate(whetherv is in

� X 
 ��� X f 
 ��� Y 
 ��� Y f 
 or � E f
o 
 � , theMarkov boundaryof a vari-

ablerepresentinganoutputline consistsof just thosethatrepre-

senttheinputsto thatgate.Thus,in LIFE structuretheparents

of eachnodeareits Markov boundaryelementshencetheLIFE

is aboundaryDAG.NotethatLIFE is aboundaryDAG because

of thecausalrelationshipbetweentheinputsandtheoutputsof

agatethatis inducedby logic. It hasbeenprovedin [10] thatif a

graphstructureis aboundaryDAGD of adependency modelM,

thenD is a minimal I mapof M. This theoremalongwith defi-

nitionsof conditionaldependenciesin [10] (weomit thedetails)

specifiesthestructureof theBayesiannetwork. ThusLIFE is a

minimal I-mapandthusaBayesiannetwork (BN).

Quantification of LIFE-BN : LIFE-BN consistsof nodes

thatarerandomvariablesof theunderlyingprobabilisticmodel

andedgesdenotedirectdependencies.All theedgesarequan-

tified with the conditional probabilitiesmaking up the joint

probability function over all the randomvariablesof LIFE-

DAG. Theoverall joint probability functionthat is modeledby

a Bayesiannetwork canbeexpressedastheproductof thecon-

ditional probabilities.Let ussay, X � � � X �1 � X �2 ������� � X �m 
 arethe

nodesetin LIFE-DAG, thenwe cansay

P � X � �!�
m

∏
k � 1

P � x�k � Pa � X �k ��� (5)

where Pa � X �k � is the set of nodesthat has directededgesto

X �k. A completespecificationof the conditionalprobability of

a two input AND gateoutputwill have 23 entries,with 2 states
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for eachvariable. Theseconditionalprobability specifications

aredeterminedby thegatetype. By specifyingtheappropriate

conditionalprobabilitywe ensurethat thespatialdependencies

amongsetsof nodes(not only limited to just pair-wise)areef-

fectively modeled.

V. BAYESIAN INFERENCE

We explore two stochasticsampling algorithms, namely

probabilistic Logic Sampling (PLS) and Evidence Pre-

propagatedImportanceSampling(EPIS).Thesemethodshave

beenprovento convergeto thecorrectprobabilityestimates[6],

[7], without theaddedbaggageof high spacecomplexity.

A. ProbabilisticLogic Sampling(PLS)

Probabilisticlogic samplingis the earliestand the simplest

stochasticsampling algorithms proposedfor BayesianNet-

works [7]. Probabilitiesareinferredby a completesetof sam-

plesor instantiationsthataregeneratedfor eachnodein thenet-

work accordingto local conditionalprobabilitiesstoredat each

node. The advantagesof this inferenceare that: (1) its com-

plexity scaleslinearly with network size, (2) it is an any-time

algorithm,providing adequateaccuracy-time trade-off, and(3)

the samplesarenot basedon inputsandthe approachis input

patterninsensitive. The salientaspectsof the algorithmareas

follows.

1. Eachsamplingiterationstochasticallyinstantiatesall the

nodes,guidedby the link structure,to createa network

instantiation.

2. At eachnode,xk, generatea randomsampleof its state

basedon the conditionalprobability, P � xk � Pa � xk ��� , where

Pa � xk � representthestatesof theparentnodes.This is the

local, importancesamplingfunction.

3. Theprobabilityof all thequerynodesareestimatedby the

relativefrequenciesof thestatesin thestochasticsampling

trace.

4. If statesof someof thenodesareknown (evidence),such

as in diagnosticbacktracking,network instantiationsthat

areincompatiblewith theevidencesetaredisregarded.

5. Repeatsteps1, 2, 3 and4, until theprobabilitiesconverge.

Theabove schemeis efficient for predictive inference,when

thereis no evidencefor any node,but is not efficient for diag-

nosticreasoningdueto theneedto generate,but disregardsam-

plesthatdonotsatisfythegivenevidence.It wouldbemoreef-

ficient not to generatesuchsamples.We discusssucha method

next.

B. EvidencePre-propagatedImportanceSampling(EPIS)

The evidence pre-propagated importance sampling

(EPIS) [5], [6] uses local messagepassingand stochastic

sampling. This method scaleswell with circuit size and

is proven to converge to correct estimates. This is also an

anytime-algorithmsinceit canbe stoppedat any point of time

to produceestimates. Of course,the accuracy of estimates

increaseswith time.

Like PLS, EPIS is also basedon importancesamplingthat

generatessampleinstantiationsof thewholeDAG network, i.e.

for all line statesin our case. Thesesamplesare then used

to form the final estimates.The differenceis with respectto

the importancefunction usedfor sampling, which for EPIS

takes into accountany availableevidence. In a Bayesiannet-

work, the productof the conditionalprobability functions at

all nodesform theoptimal importancefunction. Let X � � X1,

X2 �"�����#� Xm 
 be the set of variablesin a Bayesiannetwork,

Pa � Xk � be the parentsof Xk, andE be the evidenceset. Then,

theoptimalimportancefunctionis givenby

P � X � E ���
m

∏
k � 1

P � xk � Pa � xk � E ��� (6)

This importancefunctioncanbeapproximatedas

P � X � E ���
m

∏
k� 1

α � Pa � Xk ��� P � xk � Pa � Xk ��� λ � Xk � (7)

whereα � Pa � Xk ���$� � P � E % � Pa � Xk ����� % 1 is a normalizingcon-

stantdependenton Pa � Xk � andλ � Xk �!� P � E % � xk � , with E & and

E % beingtheevidencefrom parentsandchildren,respectively,

as definedby the directedlink structure. Calculationof λ is
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computationallyexpensiveandfor this, Loopy Belief Propaga-

tion (LBP) [21] over the Markov blanket of the nodeis used.

Yuanetal. [6] provedthatfor apoly-tree,thelocal loopy belief

propagationis optimal.Theimportancefunctioncanbefurther

approximatedby replacingsmall probabilitieswith a specific

cutoff value[5].

This EPIS stochasticsamplingstrategy works becausein a

BayesianNetwork the productof the conditionalprobability

functionsfor all nodesis theoptimal importancefunction. Be-

causeof thisoptimality, thedemandonsamplesis low. Wehave

foundthatjust thousandsamplesaresufficient to arriveat good

estimatesfor the ISCAS’85benchmarkcircuits. Theability of

EPISto handlediagnosticandpredictiveinferencecomesat the

costof a somewhatincreasedtime periterationsneededfor the

calculationof λ messages.We quantifythis increaseby our ex-

periments.

C. TimeandSpaceComplexity

The spacerequirementof the Bayesiannetwork representa-

tion is determinedby thespacerequiredto storetheconditional

probability tablesat eachnode.For a nodewith np parents,the

sizeof the tableis 2np & 1. The numberof parentsof a nodeis

equalto thefan-inat thenode.In theLIFE-BN modelwebreak

all fan-insgreaterthan2 into alogically equivalent,hierarchical

structureof 2 fan-ingates.For nodeswith fan-in f , we would

need ' f ( 2) extra Bayesiannetwork nodes,eachrequiringonly

23 sizedconditionalprobability table. For the worst case,let

all nodesin theoriginal circuit have themaximumfan-in, fmax.

Then the total numberof nodesin the LIFE-BN structurefor

eachfault modelis n * fmaxn ( 2. Thus,theworstcasespacere-

quirementis linear, i.e. O � nfmax� F � � wheren is thenumberof

nodes,fmax is themaximumfan-in,and � F � is thecardinalityof

thefault set.

The time complexity, basedon the stochasticinference

scheme,is alsolinear in n, specifically, it is O � n � F � N � , where

N is the numberof samples,which, from our experiencewith

testedcircuits,is in theorderof 1000’s for circuitswith 10,000

TABLE I

ISCAS BENCHMARKS AND THE NUMBER OF FAULTS

Circuits Faults Red.flt HardFLT
c432 524 4 5
c499 758 8 9
c880 942 0 32
c1355 1574 8 32
c1908 1879 9 114
c2670 2747 117 435
c3540 3428 137 218
c5315 5350 59 78
c6288 7744 34 34
c7552 7550 131 586

of signalsand50,000nodesin thefault detectinglogic.

VI . EXPERIMENTAL RESULTS

We demonstratethe ideasusingISCAS benchmarkcircuits.

The logical relationshipbetweenthe inputsand the outputof

a gatedeterminesthe conditionalprobability of a child node,

giventhestatesof its parents,in theLIFE-BN. Gateswith more

thantwo inputsarereducedto two-input gatesby introducing

additionaldummynodes,without changingthe logic structure

andaccuracy.

The LIFE-BN basedmodel is capableof detectingstuck-

at-faults as well as the soft errors causedby single-event-

transients.In this work, we presentresultsfor a setof stuck-

at-faults(hard faults),whichshowstheefficiency of ourmodel,

in time andspacerequirements,comparedto the BDD based

model. First, we determinethe hardfaultsusing1024random

input vectors[4]. Faultsthatarenot detectedby thesevectors

arehardfaults.We tabulatethehardfaultsin TableI for all the

benchmarkcircuits.Accuratedetectionprobabilitiesareneeded

for thesehardfaults.

We performedexperimentsusingboth PLS andEPISinfer-

enceschemes. Recall that the ProbabilisticLogic-Sampling

(PLS) schemeis simple and time-efficient, but cannothandle

diagnosticevidenceefficiently. However, the EvidencePre-

propagatedImportanceSamplingAlgorithm (EPIS)[6]) canef-

ficiently handlediagnosticevidence,but with increasedtime

for caseswhen thereis evidence. We performedan in-house

logic simulationwith 500� 000randomvectorsto detecttheex-
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act fault detectionprobability of all the faults andusedthese

probabilitiesto checktheaccuracy of ourmodel.

The resultsof detectionprobabilitiescomputedby Proba-

bilistic LogicSampling(PLS)[7], andEvidencePre-propagated

ImportanceSamplingEPIS[6] areshown in TableII. Results

arereportedfor 1000samplesand3000samples.In this table,

µE is theaccuracy of modelingin termsof averageerrorin FDP

over all the non-redundanthardfaultscomparedto simulation

results. T � s� is the total elapsedtime, including memoryand

I/O access. This time is obtainedby theftime commandin the

WINDOWS environmenton a Pentium-42.0GHz PC.. We re-

port theµE andT � s� for EPISin columns2 and3, respectively,

andtheµE andT � s� for PLSin columns4 and5, respectively.

We partitionedthefaultsin circuitsc3540,c6288andc7552

into threesubsetsanddeterminedthedetectionprobabilitiesin

eachsetby parallellyrunningthecircuitsfor all thefault sets.

Weempiricallydemonstratethelineardependenceof estima-

tion time on numberof samplesin Figure3(a) for benchmark

c880.We alsopresentempiricalevidenceof lineardependence

of FDPestimationtime on thenumberof nodesin thefault de-

tectionlogic for c880benchmarkin Figure3(b). Weconsidered

different subsetsof faults in the fault list of the circuit. Fig-

ure 4 shows the FDP, which can also be usedto characterize

single-event-transient(SET) error sensitivity, for the nodesin

c880.Notethatsomenodesthathave high detectionprobabili-

tieswhich shouldhave beencapturedby the initial simulation,

howeverwasundetected.Hence,characterizationbasedonsim-

ulationsuffersfrom pattern-dependenceof thesimulativemeth-

ods.

In TableIII, we compareLIFE-BN fault modelingwith the

performanceof approachesbasedon the Binary DecisionDia-

gram(BDD) model,asreportedby Kriegeret al. [4] for these

samecircuits.They reportedresultsusingfour typeof faultpar-

titioning. We compareour time (column4) with thetime taken

by their two bestmethods,namelyand PSG(column 2) and

SupergateSG(column3). In column5, we reporttheratio be-

TABLE II

(A) FAULT DETECTION PROBABIL ITY ESTIMATION ERRORS AND TIME FOR

1000 SAMPLES. (B) FAULT DETECTION PROBABIL ITY ESTIMATION

ERRORS AND TIME FOR 3000 SAMPLES.

BayesianNetworks(1000samples)
EPIS PLS

µE T(s) µE T(s)
c432 0.00012 1.09 0.00032 0.24
c499 0.00064 5.11 0.00131 1.00
c880 0.00042 16.70 0.00070 2.00

c1355 0.00059 27.28 0.00093 3.00
c1908 0.00071 61.39 0.00079 5.00
c2670 0.00003 145.19 0.00029 28.00
c3540 0.00034 807.77 0.00215 34.00
c5315 0.00024 186.88 0.00036 12.00
c6288 0.00000 1779.93 0.00929 65.00
c7552 0.00034 863.73 0.00069 37.24

BayesianNetworks(3000samples)
EPIS PLS

µE T(s) µE T(s)
c432 0.00012 2.17 0.00039 1.26
c499 0.00012 7.52 0.00094 3.48
c880 0.00033 21.04 0.00051 6.58

c1355 0.00032 32.76 0.00083 8.50
c1908 0.00052 71.28 0.00048 13.60
c2670 0.00001 615.88 0.00026 52.12
c3540 0.00020 848.69 0.00163 64.69
c5315 0.00013 205.42 0.00031 27.00
c6288 0.00000 1823.04 0.00874 109.87
c7552 0.00030 902.24 0.00081 69.14

tweentheminimumtime takenby theBDD basedmethodand

the time taken by our Bayesiannetwork basedapproach.The

averageimprovementseemsto be83 times. However, it is not

fair to directly comparethe timessincethe timesreportedby

Krieger et al. is basedon a early 90’s computernot specified

exactly in thepaper, but probably + 125MHz, whereasoursis

a 2.0GHzcomputer. Also, thetime reportedby Kriegeretal. is

just the CPU time, whereasoursincludeCPU, I/O, andmem-

ory access.Consideringall thesefactors,even if we assume

a 16 timesspeed“handicap”theLIFE-BN with PLS inference

schemeappearsto be5 timesmoreefficient thana BDD based

one.We providethisscaledtimeperformanceratio (ActualRa-

tio/16) in column6 of TableIII.

Eventhough [4] explainsBDD basedmethodof FDPcom-

putation,the completealgorithmfor differenttypesof decom-

position techniquescould not be obtained from this paper.

Hencewe could not give a direct comparisonof cpu time be-

tweentheBDD basedmodelandthe LIFE-DAG modelby re-

implementingtheiralgorithmin thesamecomputerweusedfor

experimentingour model.

VI I . RELATED WORK

Due to the high computationalcomplexity involvedin com-

puting signalandfault detectionprobabilities,several approx-

imation strategieshave beendevelopedin the past[12], [17],
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TABLE III

COMPARISON WITH THE STATE OF THE ART

BDD [4] BN Ratio
PSG SG PLS
TCPU (s) , t1 - Ttotal(s) , t2 - R , t1 . t2 - R/16

(Y93) Y(04)
c432 139 71 0.24 295.83 18.49
c499 80 44 1.00 44.00 2.75
c880 328 1132 2.00 164.00 10.25

c1355 157 79 3.00 26.33 1.65
c1908 686 288 5.00 57.60 3.6
c2670 2051 – 28.00 73.25 4.58
c3540 23630 1732 34.00 50.94 3.18
c5315 82 31 12.00 2.58 0.16
c6288 – – 65.00 – –
c7552 1281 – 37.24 34.34 2.15

Average 83.22 5.20

[19], [20]. Thecuttingalgorithm[20], computeslower bounds

of faultdetectionprobabilitiesby propagatingsignalprobability

values.Thisalgorithmdeliversloosebounds,whichmayleadto

unacceptabletestlengths.Also, computingcomplexity of this

algorithmis O � n2 � . Lowerboundsof faultdetectionprobability

were also derived from controllability andobservability mea-

sures[19]. This methoddo not accountfor the componentof

fault detectionprobability due to multiple pathsensitizations.

The above mentionedmethodsaresatisfactoryonly for faults

thathavesinglesensitizingpathfor fault propagationto anout-

putandhencewill notgivegoodresultsfor highly re-convergent

fan-outcircuitsthathavemultiple pathsensitizations.

PREDICT [14] is a probabilisticgraphicalmethodto esti-

matecircuit testabilityby computingnodecontrolabilitiesand

observabilitiesusingshannon’s expansion.The time complex-

ity of exactanalysisby this methodis exponentialin thecircuit

size.PROTEST[17], which is a tool for probabilistictestability

analysis,calculatesfault detectionprobabilitiesand optimum

input signalprobabilitiesfor randomtestpattern,by modeling

the signalflow. Fault detectionprobabilities,which arecom-

putedfrom signalprobabilityvalues,areunderestimateddueto

the fact that the algorithmdoesnot take into accountmultiple

path sensitization. Another method(CACOP) [12] is a com-

promisebetweenthefull rangecuttingalgorithmandthelinear

time testabilityanalysis,like thecontrollability andobservabil-

ity program.This is alsoanapproximatescheme.

[18] usessupergatedecompositionto computeexact fault

detectionprobabilitiesof large circuits. PLATO (Probabilis-

tic Logic Analyzing Tool) [4] is a tool to computeexact fault

detectionprobabilitiesusing reducedorderedbinary decision

diagrams(ROBDD)s. Spacerequirementfor constructingthe

ROBDD of large circuits is very large. Shannondecomposi-

tion anddivide-and-conquerstrategiesareusedto reducelarge

circuitsinto smallsub-circuits.Computingcomplexity of these

decompositionmethodsare quite high. Another BDD based

algorithm [16] computesexactrandompatterndetectionprob-

abilities.However, this is notscalablefor largecircuits.

VI I I . CONCLUSIONS AND ONGOING WORK

We presenta non-simulative probabilisticmethodfor esti-

mating fault/errordetectionprobability for testabilityandsoft

errorsensitivity analysis.Givenacircuit andafault/errorsetF ,

we modelthefaultsby a Logic-Induced-Fault-Encoded(LIFE)

DAG, which is a BayesianNetwork, exactly capturingall high

orderdependenciesamongthesignals.We exploredtwo close-

to-exact inferenceschemesfor evaluatingthe detectionproba-

bilities. We find that

� Theestimatesarealmosterror-free.

� TheLIFE-BN approachappearsto be500%moretime ef-

ficient thana BDD basedone.

� TheLIFE-BN approachhandlesall thebenchmarkcircuits

without the needfor specialcasehandling,unlike BDD

basedapproaches.

� The LIFE-BN approachdoesnot rely on approximations

to handlelarge circuits. However, BDD basedmethods

rely on several decompositiontechniquesto reducelarge

circuitsinto smallercomponents.Also, thispre-processing

time requiredfor thecircuit decompositionareusuallynot

reported.

� BDD basedmethodshave beenreportedto have trouble

with somebenchmarkcircuitssuchasc6288,whereasour

modelcanhandlesuchcircuits.
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� The spacerequirementof the LIFE-BN is O � n� , whereas

thespacerequirementof exactBDD approachis exponen-

tial in theworstcase.

We usean exact probabilisticmodel for detectionprobabil-

ity of errorsthatcanbeuniformly appliedto permanentstuck-

at faults aswell assoft transienterrorspredominantin nano-

domain. Note that the probabilisticmodelingdoesnot require

any assumptionin theinput patternsandcanbeextendedto bi-

asedtarget workloadpatterns.Existing estimationtechniques

for SET[2], [3] rely on simulationandhencearemodelingthe

patterndependenceof SET by estimationmethodsthat are in

itself pattern-sensitive.

We arecurrentlyexperimentingBayesianNetworksto back-

trackprobabilisticallyfor ATGPandexploring SETsensitivity

measuresincorporatingcircuit delays.
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