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Abstract—We proposea novel fault/error model based on a graphi-
cal probabilistic framework. We arrive at the Logic Induced Fault En-
codedDirectedAcyclic Graph (LIFE-D AG) that is provento be a Bayesian
network, capturing all spatial dependenciesnduced by the circuit logic.
Bayesian Networks are the minimal and exactrepresentationof the joint
probability distribution of the underlying probabilistic dependencieshat
not only useconditional independenciesn modeling but alsoexploitsthem
for achieving minimality and smart probabilistic inference. The detection
probabilities alsoact asa measuie of soft error susceptibility (an increased
threatin nano-domainlogic block) that dependson the structural correla-
tions of the internal nodesand alsoon input patterns. Basedon this model,
we shaw that we are able to estimatedetectionprobabilities of faults/errors
on ISCAS’85 benchmarks with high accuracy linear spacerequirement
complexity, and with an order of magnitude (~5 times) reduction in esti-

mation time over correspondingBDD basedapproaches.

I. INTRODUCTION

Fault DetectionProbability (FDP)is animportanttestability
measurehatis usefulfor not only generatingestpatterns put
alsoto vet designsfor random-inputestability Traditionally,
FDP hasbeenusedfor testpointinsertionshowever, it canalso
beusedasrandomsingle-&ent-transien(SET)sensitvity mea-
sure,which is importantfor characterizatiorof impactof soft
errorsin logic blocks.

Fault DetectionProbability (FDP) of a stuk-at fault f € F,
where F denotesthe setof all faults, in a combinationalcir-
cuit, C, is the probability that f is detectedby a randomly
chosenequally-likely input patterns Signal probabilities, as
well asFDP, areaffectedby spatialcorrelationanducedby re-
cornvergence.State-of-the-aralgorithmfor computationof ex-

actfaultdetectionprobabilities basedon Binary DecisionDia-

grams[4] do not scalewell, in termsof time andspaceequire-
ments,with circuit size. They usuallyrequirevariousheuristic-

basedapproximation®f the puremodel.

We model single stuck-at-fwults (errors)in large combina-
tional circuits using a Logic Induced Fault EncodedDirect
Acyclic Graph (LIFE-DAG) graph structure. We prove that
sucha DAG is a BayesianNetwork. BayesianNetworks are
graphicalprobabilisticmodelsrepresentinghejoint probability
function over a setof randomvariables. A BayesianNetwork
is a directedacyclic graphicalstructure(DAG), whosenodes
describerandomvariablesand node to node arcs denotedi-
rect causaldependenciesA directedlink capturesthe direct
causeandeffect relationshipbetweertwo randomvariables.In
a LIFE-DAG, eachnodedescribeghe stateof a line anda di-
rectededgequantifiesthe conditional probability of the state
of a node given the statesof its parentsor its direct causes.
Figure 1(a) givesthe conditional probability table of an AND
gate. The attractve featureof this graphicalrepresentatiomf
the joint probability distribution is that not only doesit make
conditionaldependeng relationshipsamongthe nodesexplicit
but it also senesasa computationaimechanismfor efficient
probabilisticupdating.ProbabilisticBayesiarNetworks canbe
usednot only to infer effectsdue to known causegpredictive
problem)but alsoto infer possiblecausegor known effects(the
backtrackingor diagnosisproblem). The diagnosticaspectof
BNs makesit suitablefor furtherusein test-patterrgenerators.
We usedtwo stochasticalgorithmsbasedon Importancesam-

pling to computethe fault/errordetectionprobability usingthe



LIFE-DAG model. An importancesamplingalgorithmgener
atessampleinstantiationsof the whole DAG network, i.e. for
all linesin our case. Thesesamplesarethenusedto form the
final estimates. At eachnode,this samplingis doneaccording
to animportancegunctionthatis choserto becloseto theactual
joint probabilityfunction. Specifically we exploretwo stochas-
tic inferencestratgies: ProbabilisticLogic Sampling(PLS)[7]
and EvidencePre-propagatetinportanceSampling(EPIS)al-
gorithm|[6], which arediscussedh sectionV. It is worth point-
ing outthatunlike simulatve approachethatsampleheinputs,
importancesamplingbasedproceduregjeneratenstantiations
for thewhole network, notjustfor theinputs.

We adwancethe state-of-the-arin fault analysisin termsof
spaceandtime requirementsndin providing auniform model.
A detaileddiscussiorabouttime andspacecompleity is given
in sectionV.

Most of the analysisof FDP wasperformedin 80’s (aspro-
posedby Sethetal. [14], Wunderlich[17], etc.) In alaterde-
velopmeni(1988),Bayesiametwork wasintroducedor proba-
bilistic reasoningandbelief propagatiorandit hasbeenapplied
in artificial intelligenceand imageanalysis. Recently in [8],
[9], switchingprobabilitiesandsignalarrivalsin VLSI circuits
have beenmodeledusing a BayesianNetwork, however their
usein estimationof errordetectionprobabilitiesin digital logic
is new. In this paperwe provide afresherook into anold prob-
lem by adoptinga novel and efficient scheme. However, this
probabilisticFDP analysisechniquecanbe appliedto measure
SingleEventTransien{SET)sensitvity andsofterrorsuscepti-
bility [1] of logic circuitswhicharefuturenanotechnologghal-

lenges.We discusghis furtherin 11,

Il. MOTIVATION

Whenhigh-enegy neutrongresenin cosmicradiationsand
alpha particlesfrom impurities in packagingmaterialshit a
semiconductorevice, they generateelectron-holepairs and
causea currentpulseof very shortduration,termedas Single

EventTransien{SET). Theeffect of theseSETsmaybepropa-

gatedto anoutputlatchandcauseabit flip in latch,resultingin
asofterror. As thestoredchagein eachlogicalnodedecreases
with decreasedimensionsanddecreasegoltagesin nanome-
ter technology even weak radiationscan causedisturbancen

thesignals,whichresultsin increasedoft errorfailurerate.

SET sensitvity of a node dependson the probability that
thereis a functionally sensitizedpathfrom the nodeto anout-
put latch (which is the sameasthe fault detectionprobability
of the node), probability that the generateET is propagated
to the latch andthe probability that the latch captureghe tran-
sitionsarriving atits input [1]. If thelasttwo probabilitiesare
assumedo be one, FDP of a nodeis an accuratemeasureof
the SET sensitvity. In nano-domairtircuits, theseprobabilities
arevery closeto onedueto very high operatingfrequencies,
reducedvoltage,diminishingdimensionsaandreducedpropaga-
tion delays. HenceFDP is a tight upperboundof SET sensi-
tivity in nano-domairtircuits. Designersanselectvely apply
correctve measurego nodeswith higher FDP than the ones

with lower FDPto reducesoft errorfailurerates.

I1l. BAYESIAN NETWORKS

A Bayesiannetwork is a DirectedAcyclic Graph(DAG) in
whichthenodesepresentandomvariablesandasetof directed
links connectpairsof nodes.Thelinks representausaldepen-
denciesamongthevariables. Eachnodehasa conditionalprob-
ability table (CPT) exceptthe root nodes.Eachroot nodehasa
prior probabilitytable. The CPTquantifiegheeffecttheparents
have on the node. Bayesiametworks computethe joint proba-
bility distributionoverall thevariablesn the network, basedn
the conditionalprobabilitiesandthe obsened evidenceabouta

setof nodes.

Fig. 1(b) illustratesa small Bayesiannetwork. The exact

joint probability distribution over the variablesin this network



is givenby Eq. 1.

P(Xe,X5,%4,X3,X2,X1) = P(Xg|Xs5,Xa,X3,X2,X1)
P(X5|X4,X3,X2,X1)P(Xa|X3, X2, X1)

P(x3)P(x2)P(x1)-
@)

In this BN, the randomvariable, X5 is independenbf X;, X
and X3 given the statesof its parentnodes,Xs and Xs. This

conditionalindependenceanbeexpressedy Eq. 2.

P(Xe|Xs,Xa,X3,%2,X1) = P(Xg|X5,Xa) (@)

Mathematicallythis is denotedas| (X, { X4, X5}, { X1, X2, X3}).
In generaljn aBayesiametwork, giventheparentof anodeX,
X andits descendentareindependentf all othernodesin the
network. Usingthe conditionalindependencieis Eq.2, we can

arrive attheminimal factoredrepresentatioshovn in Eq. 3.

P(Xe|Xs,X4)P(Xs|X3,X2)

P(Xa|x2, 1) P(X3) P(x2) P(X1).
3)

In general,if x; denotessomevalue of the variableX; and

P(Xe,X5,Xa,X3,X2,X1) =

pa(x;) denotessomesetof valuesfor X;'s parents,the mini-

mal factoredrepresentatiomf exactjoint probability distribu-

tion overmrandomvariablescanbe expressedsin Eq. 4.
P(X) =

P(x|pa(x«)) (4)

. E

=
||

1

IV. LIFE-BN: FAULT/ERROR MODEL

We first discussthe basicsof fault/errordetectionprobabili-
tiesfor random-patternestabilityanalysis.Note thatthe prob-

abilistic modelingdoesnot requireary assumptionn theinput

patternsaandcanbeextendedo biasedargetworkloadpatterns.

Next, we sketchthe conceptof Logic-induced-Rult-Encoad
(LIFE) DirectedAcyclic Graphthat representshe underlying
fault/errormodel. In this probabilisticframeawork, we usepar
tial duplication of the original circuit for the fault detection
logic. Only the sensitizedpathsfrom the fault/errorare du-
plicated. A setof comparatomodescompareshe ideal and

errorsensitizedogic. A logic onein suchcomparatoioutputs

indicateshe occurrencef anerror. Fault/Errordetectionprob-
ability of faults/errorghat affect multiple outputs,is the max-
imum probability of the sensitizedcomparatoioutputs. These
detectionprobabilitiesdependon the circuit structuraldepen-
dence the inputsandthe dependencieamongsthe inputs. In

thiswork, however, we assumeandominputsfor validationand

experimentatiorof our model.

We follow our discussionby proving that such a Logic-
induced-Rult-EncodedLIFE) Directed Acyclic graphis in-
deedthe minimal I-map of the fault modelfor the < C,F >

and,hencejs a BayesiarNetwork.

Definition: ThelLogic InducedrFaultEncodedirectAcyclic
Graph(LIFE-DAG) correspondingdo the fault detectionrmodel
< C,F > whereC representshe combinationalcircuit an F
representshefault/errorset,canbe constructedsfollows (We
illustratetheideaswith thehelpof asmallfaultdetectiorcircuit
andtheLIFE-DAG constructedrom it, asshown in Figure2):
The modelconsistsof the combinationakircuit C (fault/error
free)andasetof fault/errorsensitizedogic blocks,S" Vf € F,

which propagatehe effect of the faults.

« Nodesof LIFE-DAG arerandomvariableswith two possi-
blevalues0 or 1. Thereare7 typesof nodes.

1. {Z}: Primaryinputs.

2. {F}: Nodesrepresentingnjectedfaults.

3. {X}: Internalnodesin thefault-freecircuit C. Example:
Xo1.

4. {Xf ¥f € F}: Correspondingnternalnodesin the du-
plicatedcircuit (descendentsf {F}). Examplezxzfi

5. {Y}: Primaryoutputsof fault-freecircuit C. Example:
Yo2.

6. {Y' Vf € F}: Correspondingaulty outputs. Example:
Y,

7. {Eg Yoe Output—se, Vf € F}: Setof all thedetection
nodes(comparatoroutputs). Cardinality of this setis
determinedby the numberof testableoutputsfor each

faultin thefaultset. Example:Elfl



« Edgesof LIFE-DAG aredirectedand denotedasordered
pair (u — v), denotingu causess. The edgesetcanbe
classifiedasfollows:

1. {Z - X}: Edgesbetweenprimary inputs and gatesin
C, which aredirectly fed by the primary inputs. These
edgesarepartof theoriginal circuit C.

2. {F = Xf}: Edgesfrom the inducedfaulty inputsto the
duplicategatesin thefault sensitizedogic block, S.

3. {Z = X'}: Edgesfrom the primaryinputsto the dupli-
categatesin S'. Notethatthis edgeindicatesthatthere
mustbe at leastone parentof X thatis in {F} orin
{xX'}.

4. {X = X}, {X" = X'}: Edgesbetweerthe nodesrepre-
sentingthe internal signals(Edgesfrom the input of a
gateto the correspondingutput).

5. {X = X;}, {X = Y'}: Edgessuchthatchild nodevisin
Sf(in {X"} orin {Y'}) andtheparentu s in theoriginal
circuitC. TheseedgesarecalledbridgeedgesNotethat
this edgeindicatesthattheremustbe atleastoneparent
of vthatisin {X'} orin {F}. Example:Xp; — Y2f32

6. {X— Y}{X" = YT} : Edgeswhereparennodeu is an
internalsignalfeedinganoutputgateandthe child node
Vv representshe correspondingutputsignal. Example:
Xo1 = Yo3 andxzfi — Y2f31

7. {Y > Eé} andcorrespondindY’ — Eg}: Edgeswhere
u is the outputnodein Y (or Y) andv is the detection
nodeEg . Theseedgesarequantifiedby a xor gate.Ex-

ample:Yo; — E* andY,} — E/*

Theorem: The LIFE-DAG structure,correspondingo the
combinationalcircuit C anda Fault setF is a minimal I-map
of the underlyingdependeng model and henceis a Bayesian

network.

Proof: Markov Boundaryof a variablev in a probabilistic
framework, is the minimal setof variablesthat make the vari-
ablev conditionallyindependenbf all the remainingvariables

in the network.

Let us order the random variables in the node set,
(23, {F L X3 XT3 LY}, {YT}, {E{ 1} suchthat for every
edge(u,v) in LIFE-DAG, u appeardeforev.

With respectto this ordering,the Markov boundaryof ary
nodey € {{Z},{F},{X},{X"},{Y},

{Y®}, {Eg}} is givenasfollows. If v representsn input sig-
nalline, thenits Markov boundaryis thenull set. If vis afault
nodef in thefault setF, thenalsoits Markov boundaryis the
null set(sincethisis treatedasa primaryinput with aparticular
value). And, sincethe logic valueof anoutputline is just de-
pendenbntheinputsof thecorrespondingate(whether isin
(X3, {XT1{Y},{Y }or{E{}), the Markov boundaryof avari-
ablerepresentingnoutputline consistf justthosethatrepre-
senttheinputsto thatgate. Thus,in LIFE structurethe parents
of eachnodeareits Markov boundaryelementdiencethe LIFE
is aboundaryDAG. NotethatLIFE is aboundaryDAG because
of the causakelationshipbetweernthe inputsandthe outputsof
agatethatisinducedby logic. It hasbeenprovedin [10] thatif a
graphstructureés aboundarnyDAG D of adependengmodelM,
thenD is aminimal | mapof M. This theoremalongwith defi-
nitionsof conditionaldependencieis [10] (we omit thedetails)
specifieghe structureof the Bayesiametwork. ThusLIFE is a
minimal I-mapandthusa Bayesiametwork (BN).

Quantification of LIFE-BN: LIFE-BN consistsof nodes
thatarerandomvariablesof the underlyingprobabilisticmodel
andedgegdenotedirectdependenciesAll the edgesarequan-
tified with the conditional probabilities making up the joint
probability function over all the randomvariablesof LIFE-
DAG. The overall joint probability functionthatis modeledby
aBayesiametwork canbe expressedsthe productof the con-
ditional probabilities.Let ussay X' = {X;, Xy, -+, X} arethe

nodesetin LIFE-DAG, thenwe cansay

P(X') = k|j|lF><x’k|Pa<x;)> (5)

where Pa(X{() is the set of nodesthat has directededgesto
X{(. A completespecificationof the conditional probability of

atwo input AND gateoutputwill have 23 entries,with 2 states



for eachvariable. Theseconditionalprobability specifications areincompatiblewith the evidencesetaredisregarded.

aredeterminedby the gatetype. By specifyingtheappropriate 5. Repeastepsl, 2, 3and4, until theprobabilitiescorverge.

conditionalprobability we ensurethatthe spatialdependencies  Theabove schemas efficient for predictive inference when

amongsetsof nodes(not only limited to just pairwise) areef-

fectively modeled.

V. BAYESIAN INFERENCE

We explore two stochasticsampling algorithms, namely
probabilistic Logic Sampling (PLS) and Evidence Pre-
propagatedmportanceSampling(EPIS). Thesemethodshave
beenprovento corvergeto thecorrectprobability estimate$6],

[7], withouttheaddedbaggagef high spacecomplexity.

A. ProbabilisticLogic Sampling(PLS)

Probabilisticlogic samplingis the earliestand the simplest
stochasticsampling algorithms proposedfor BayesianNet-
works[7]. Probabilitiesareinferredby a completesetof sam-
plesorinstantiationghataregeneratedior eachnodein thenet-
work accordingto local conditionalprobabilitiesstoredat each
node. The advantagef this inferenceare that: (1) its com-
plexity scaleslinearly with network size, (2) it is an ary-time
algorithm, providing adequateccurag-time trade-of, and(3)
the samplesare not basedon inputsandthe approachs input
patterninsensitve. The salientaspectof the algorithmareas
follows.

1. Eachsamplingiteration stochasticallyinstantiatesall the
nodes,guidedby the link structure,to createa network
instantiation.

2. At eachnode,xx, generatea randomsampleof its state
basedon the conditionalprobability, P(x«|Pa(xx)), where
Pa(xx) representhe statesof the parentnodes.This is the
local, importancesamplingfunction.

3. Theprobabilityof all thequerynodesareestimatedy the
relative frequencie®f the statedn thestochasticampling
trace.

4. If statesof someof thenodesareknown (evidence),such

asin diagnosticbacktrackingnetwork instantiationghat

thereis no evidencefor ary node,but is not efficient for diag-
nosticreasoninglueto the needto generatebut disregardsam-
plesthatdo not satisfythe givenevidence.lt would be moreef-
ficient notto generatesuchsamplesWe discusssucha method

next.

B. EvidencePre-propagatedimportanceSampling(EPIS)

The evidence pre-propagated importance sampling
(EPIS) [5], [6] useslocal messagepassingand stochastic
sampling. This method scaleswell with circuit size and
is proven to corverge to correct estimates. This is also an
anytime-algorithmsinceit canbe stoppedat any point of time
to produceestimates. Of course,the accuray of estimates
increasesvith time.

Like PLS, EPISis also basedon importancesamplingthat
generatesampleinstantiationof the whole DAG network, i.e.
for all line statesin our case. Thesesamplesare then used
to form the final estimates. The differenceis with respectto
the importancefunction usedfor sampling, which for EPIS
takesinto accountary available evidence. In a Bayesiannet-
work, the productof the conditional probability functions at
all nodesform the optimalimportancefunction. Let X = {X,
X2,---, Xm} be the set of variablesin a Bayesiannetwork,

Pa(Xx) bethe parentsof Xy, andE be the evidenceset. Then,

theoptimalimportancéunctionis givenby

PXIE) = []P0xIPalE) ©)

This importancdunctioncanbeapproximateds
P(X[E) = n a(Pa(X))PO(PAXDA)  (7)
wherea(Pa(Xy)) = (P(E~|Pa(X)))~! is a normalizing con-

stantdependentn Pa(Xy) andA(Xs) = P(E~|x), with ET and
E~ beingthe evidencefrom parentsandchildren,respectiely,

as definedby the directedlink structure. Calculationof A is



computationallyexpensve andfor this, Loopy Belief Propaga-
tion (LBP) [21] over the Markov blanket of the nodeis used.
Yuanetal. [6] provedthatfor a poly-tree thelocalloopy belief

propagations optimal. Theimportanceunctioncanbefurther

approximateddy replacingsmall probabilitieswith a specific
cutoff value[5].

This EPIS stochasticsamplingstratgy works becausén a
BayesianNetwork the productof the conditional probability
functionsfor all nodesis the optimalimportancefunction. Be-
causeof this optimality, thedemandn sampless low. We have
foundthatjustthousandsamplesaresuficientto arrive atgood
estimatedor the ISCAS’85 benchmarlcircuits. The ability of
EPISto handlediagnosticand predictive inferencecomesatthe
costof asomavhatincreasedime periterationsneededor the
calculationof A messagesiVe quantifythis increaseby our ex-

periments.

C. Timeand SpaceCompleity

The spacerequiremenbf the Bayesiannetwork representa-
tion is determinedy the spaceequiredto storetheconditional
probability tablesat eachnode. For anodewith n, parentsthe
sizeof thetableis 2"*+1, The numberof parentsof a nodeis
equalto thefan-inatthenode.In the LIFE-BN modelwe break
all fan-insgreateithan2 into alogically equivalent,hierarchical
structureof 2 fan-in gates.For nodeswith fan-in f, we would
need[ f /2] extra Bayesiametwork nodeseachrequiringonly
23 sizedconditional probability table. For the worst case,let
all nodesin the original circuit have the maximumfan-in, fyax
Thenthe total numberof nodesin the LIFE-BN structurefor
eachfaultmodelis n+ fma/2. Thus,theworstcasespacere-
quirements linear, i.e. O(nfmaxF|) wheren is the numberof
nodes,fmaxis themaximumfan-in,and|F| is the cardinalityof
thefault set.

The time compleity, basedon the stochasticinference
schemejs alsolinearin n, specifically it is O(n|F|N), where
N is the numberof sampleswhich, from our experiencewith

testedcircuits, is in theorderof 1000's for circuitswith 10,000

TABLE |
ISCASBENCHMARKS AND THE NUMBER OF FAULTS

Circuits || Faults | Red.flt | HardFLT
c432 524 4 5
c499 758 8 9
c880 942 0 32

c1355 1574 8 32
c1908 1879 9 114
c2670 2747 117 435
c3540 3428 137 218
c5315 5350 59 78
c6288 7744 34 34
c7552 7550 131 586

of signalsand50,000nodesin thefault detectingogic.

VI. EXPERIMENTAL RESULTS

We demonstratehe ideasusing ISCAS benchmarlcircuits.
The logical relationshipbetweenthe inputs and the output of
a gatedetermineghe conditional probability of a child node,
giventhe statesof its parentsjn the LIFE-BN. Gateswith more
thantwo inputsarereducedto two-input gatesby introducing
additionaldummy nodes,without changingthe logic structure
andaccurag.

The LIFE-BN basedmodelis capableof detectingstuck-
at-faults as well as the soft errors causedby single-aent-
transients.In this work, we presentresultsfor a setof stuck-
at-faults(hard faults),which showns theefficiency of our model,
in time and spacerequirementscomparecto the BDD based
model. First, we determinethe hardfaultsusing1024random
input vectors[4]. Faultsthatare not detectedby thesevectors
arehardfaults. We takulatethe hardfaultsin Tablel for all the
benchmarlcircuits. Accuratedetectiorprobabilitiesareneeded
for thesehardfaults.

We performedexperimentsusing both PLS and EPIS infer-
enceschemes. Recall that the Probabilistic Logic-Sampling
(PLS) schemeis simple and time-eficient, but cannothandle
diagnosticevidenceefficiently. However, the EvidencePre-
propagatedmportanceSamplingAlgorithm (EPIS)[6]) canef-
ficiently handlediagnosticevidence, but with increasedime
for caseswhenthereis evidence. We performedan in-house

logic simulationwith 500, 000randomvectorsto detectthe ex-



act fault detectionprobability of all the faults and usedthese

probabilitiesto checktheaccurag of our model.

The resultsof detectionprobabilities computedby Proba-
bilistic Logic Sampling(PLS)[7], andEvidencePre-propagated
ImportanceSamplingEPIS[6] areshowvn in Tablell. Results
arereportedfor 1000samplesand3000samples.In this table,
Me is theaccuray of modelingin termsof averageerrorin FDP
over all the non-redundanbardfaultscomparedo simulation
results. T(s) is the total elapsedime, including memoryand
I/O access Thistime is obtainedby the ftime commandn the
WINDOWS ervironmenton a Pentium-42.0 GHz PC.. We re-
portthepe andT (s) for EPISin columns2 and3, respectiely,
andthepg andT (s) for PLSin columns4 and5, respectiely.

We partitionedthefaultsin circuits c3540,c6288andc7552
into threesubsetsanddeterminedhe detectionprobabilitiesin

eachsetby parallellyrunningthe circuitsfor all thefault sets.

We empiricallydemonstrat¢helineardependencef estima-
tion time on numberof samplesn Figure 3(a) for benchmark
¢880. We alsopresenempiricalevidenceof lineardependence
of FDP estimationtime on the numberof nodesin thefaultde-
tectionlogic for c880benchmarkn Figure3(b). We considered
different subsetsof faultsin the fault list of the circuit. Fig-
ure 4 shows the FDP, which can also be usedto characterize
single-e/ent-transien{SET) error sensitvity, for the nodesin
¢880. Note thatsomenodesthat have high detectionprobabili-
tieswhich shouldhave beencapturedby theinitial simulation,
howeverwasundetectedHence characterizatiobasedn sim-
ulationsuffersfrom pattern-dependenad the simulative meth-

ods.

In Tablelll, we compareLIFE-BN fault modelingwith the
performanceof approachebasedon the Binary DecisionDia-
gram(BDD) model,asreportedby Krieger et al. [4] for these
samecircuits. They reportedresultsusingfour type of fault par
titioning. We compareour time (column4) with thetime taken
by their two bestmethods,namelyand PSG (column 2) and

SupepgateSG (column3). In column5, we reporttheratio be-

1000 SAMPLES. (B) FAULT DETECTION PROBABILITY ESTIMATION
ERRORS AND TIME FOR 3000 SAMPLES.

TABLE Il
(A) FAULT DETECTION PROBABILITY ESTIMATION ERRORS AND TIME FOR

BayesiarNetworks (1000samples) BayesiarNet

EPIS PLS EPIS
He T(s) PE | T(s) He (
c432 || 0.00012 1.09 || 0.00032| 0.24 c432 || 0.00012 2.
c499 || 0.00064 5.11 [[ 0.00131| 1.00 c499 || 0.00012 7.!
c880 || 0.00042 16.70 || 0.00070| 2.00 ¢880 || 0.00033 21.
c1355 || 0.00059 27.28 || 0.00093| 3.00 c1355 || 0.00032 32.
c1908 || 0.00071 61.39 || 0.00079| 5.00 c1908 || 0.00052 71.
c2670 || 0.00003 145.19 || 0.00029 | 28.00 c2670 || 0.00001 615.
c3540 || 0.00034 | 807.77 || 0.00215| 34.00 c3540 || 0.00020 | 848.
¢c5315 || 0.00024 186.88 || 0.00036| 12.00 c5315 || 0.00013| 205.
c6288 || 0.00000 | 1779.93 ] 0.00929 | 65.00 c6288 || 0.00000 | 1823.
c7552 || 0.00034| 863.73 | 0.00069 | 37.24 c7552 || 0.00030| 902.

tweenthe minimumtime taken by the BDD basedmethodand
the time taken by our Bayesiannetwork basedapproach.The
averageimprovementseemso be 83 times. However, it is not
fair to directly comparethe times sincethe timesreportedby
Kriegeretal. is basedon a early 90’s computernot specified
exactlyin the paper but probably~ 125MHz, whereaursis
a2.0GHzcomputer Also, thetime reportedby Kriegeretal. is
just the CPU time, whereasoursinclude CPU, I/0, andmem-
ory access. Consideringall thesefactors,evenif we assume
a 16 timesspeed‘handicap”the LIFE-BN with PLS inference
schemeappeargo be5 timesmoreefficientthana BDD based
one.We provide this scaledtime performanceatio (Actual Ra-
tio/16) in column6 of Tablelll.

Eventhough [4] explainsBDD basedmethodof FDP com-
putation,the completealgorithmfor differenttypesof decom-
position techniquescould not be obtainedfrom this paper
Hencewe could not give a direct comparisorof cpu time be-
tweenthe BDD basedmodelandthe LIFE-DAG modelby re-
implementingheir algorithmin the samecomputemve usedfor

experimentingour model.

VIl. RELATED WORK

Dueto the high computationabompleity involvedin com-
puting signalandfault detectionprobabilities,several approx-

imation stratgyies have beendevelopedin the past[12], [17],



TABLE 11l
COMPARISON WITH THE STATE OF THE ART

BDD [4] BN Ratio

PSG| SG PLS
Teru (8) () || Toai(S)(t2) || R(tz/t2) || R/16

(Y93) Y(04)
c432 139 71 0.24 295.83 || 18.49
c499 80 44 1.00 44.00 2.75
c880 328 | 1132 2.00 164.00 || 10.25
c1355 157 79 3.00 26.33 1.65
c1908 686 288 5.00 57.60 3.6
c2670 2051 — 28.00 73.25 4.58
c3540 || 23630 | 1732 34.00 50.94 3.18
c5315 82 31 12.00 2.58 0.16
c6288 - - 65.00 — -
c7552 1281 - 37.24 34.34 2.15
Average 83.22 5.20

[19], [20]. Thecuttingalgorithm[20], computedower bounds
of faultdetectiorprobabilitiesby propagatingignalprobability
values.Thisalgorithmdeliverslooseboundswhichmayleadto
unacceptabléestlengths. Also, computingcompleity of this
algorithmis O(n?). Lower boundsof fault detectiorprobability
were also derived from controllability and obsenability mea-
sures[19]. This methoddo not accountfor the componenbf
fault detectionprobability due to multiple path sensitizations.
The above mentionedmethodsare satisactory only for faults
thathave singlesensitizingpathfor fault propagatiorto anout-
putandhencewill notgivegoodresultsfor highly re-corvergent

fan-outcircuitsthathave multiple pathsensitizations.

PREDICT [14] is a probabilisticgraphicalmethodto esti-
matecircuit testability by computingnodecontrolabilitiesand
obsenabilities usingshannors expansion. The time complex-
ity of exactanalysisby this methodis exponentialin the circuit
size.PROTEST][17], whichis atool for probabilistictestability
analysis,calculatesfault detectionprobabilitiesand optimum
input signal probabilitiesfor randomtestpattern,by modeling
the signalflow. Fault detectionprobabilities,which are com-
putedfrom signalprobability values,areunderestimatedueto
the fact that the algorithm doesnot take into accountmultiple
path sensitization. Another method(CACOP) [12] is a com-
promisebetweerthefull rangecuttingalgorithmandthelinear

time testabilityanalysis ik e the controllability andobsenabil-

ity program.This is alsoanapproximatescheme.

[18] usessupegate decompositionto computeexact fault
detectionprobabilitiesof large circuits. PLATO (Probabilis-
tic Logic Analyzing Tool) [4] is a tool to computeexact fault
detectionprobabilitiesusing reducedorderedbinary decision
diagrams(ROBDD)s. Spacerequirementor constructingthe
ROBDD of large circuits is very large. Shannondecomposi-
tion anddivide-and-conquestratgiesareusedto reducelarge
circuitsinto smallsub-circuits.Computingcomplexity of these
decompositiormethodsare quite high. Another BDD based
algorithm [16] computesxactrandompatterndetectionprob-

abilities. However, thisis not scalablefor largecircuits.

VIIl. CONCLUSIONS AND ONGOING WORK

We presenta non-simulatve probabilistic methodfor esti-
mating fault/errordetectionprobability for testability and soft
errorsensitvity analysis.Givenacircuit andafault/errorsetF,
we modelthefaultsby a Logic-Induced-Rult-Enco@d(LIFE)
DAG, which is a BayesiarNetwork, exactly capturingall high
orderdependencieamongthe signals.We exploredtwo close-
to-exactinferenceschemedor evaluatingthe detectionproba-
bilities. We find that

« Theestimatesarealmosterrorfree.

« TheLIFE-BN approachappeardo be 500%moretime ef-
ficientthana BDD basecdbne.

« TheLIFE-BN approacthandlesall thebenchmarlcircuits
without the needfor specialcasehandling, unlike BDD
basedapproaches.

« The LIFE-BN approachdoesnot rely on approximations
to handlelarge circuits. However, BDD basedmethods
rely on several decompositiortechniquego reducelarge
circuitsinto smallercomponentsAlso, thispre-processing
time requiredfor the circuit decompositiorareusuallynot
reported.

« BDD basedmethodshave beenreportedto have trouble
with somebenchmarlcircuits suchasc6288,whereasour

modelcanhandlesuchcircuits.



« The spacerequiremenbf the LIFE-BN is O(n), whereas
thespaceaequiremenbdf exactBDD approachis exponen-

tial in theworstcase.

We usean exact probabilisticmodelfor detectionprobabil-
ity of errorsthatcanbe uniformly appliedto permanenstuck-
at faults aswell as soft transienterrorspredominantin nano-
domain. Note thatthe probabilisticmodelingdoesnot require
ary assumptionn theinput patternsandcanbe extendedo bi-
asedtarget workload patterns. Existing estimationtechniques
for SET[2], [3] rely on simulationandhencearemodelingthe
patterndependencef SET by estimationmethodsthat arein
itself pattern-sensivie.

We arecurrentlyexperimentingBayesiarNetworksto back-
track probabilisticallyfor ATGP andexploring SET sensitvity

measurefcorporatingeircuit delays.
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Fig. 3. (a) Estimationtime vs. numberof samplesn the detectionlogic for
benchmarkc880. (b) Estimationtime vs. numberof nodesin the detection
logic for benchmarkc880.

Fig. 4. DetectionProbabilityasSET sensitvity for differentnodesin ¢880.



