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Cognitive radios have been identified as a solution to the crowded spectrum issue. With the
realization of cognitive radio networks came the recognition that both new and old secu-
rity threats are relevant. The cognitive radio network is still vulnerable to many of the
denial of service, wormhole, routing, and jamming attacks that plague other wireless tech-
nologies. In addition, the cognitive radio network is vulnerable to new attacks based on
cognitive radio innovations, such as spectrum sharing, spectrum sensing, cognitive capabil-
ity, and radio reconfigurability. The scope of this survey is to present an overview of secu-
rity threats and challenges to the cognitive radio network, especially focusing on new
solutions from 2012 and the first half of 2013. Included are prior mitigation techniques that
are adaptive to the new technology, as well as new mitigation techniques specifically tar-
geted at new cognitive radio vulnerabilities. The threats provided are organized according
to the protocol layer at which the attack is targeted.

� 2014 Elsevier B.V. All rights reserved.
1. Introduction

It has been estimated that the people of the United
States are now outnumbered by their wireless devices.
The proliferation of wireless devices such as laptops, note-
books, cellular phones, smart phones, and tablets has
caused the frequency spectrum used for transfer of infor-
mation to become crowded [70]. Also, the expected growth
in media-rich consumer applications and wireless data
transfer will continue to further crowd the network, mak-
ing additional spectrum throughput a priority.

Currently in the United States spectrum is allotted to
various services in three main categories: licensed, lightly
licensed, and unlicensed [1]. Licensed spectrum refers to
the portions of the spectrum reserved by each country’s
equivalent of the Federal Communications Commission
(FCC) for specific uses, such as military, public safety, and
commercial uses. Lightly licensed spectrum refers to the
bands that are generally regulated for licensed users, with
regional or other exceptions. In the unlicensed band there
are predefined technical rules for the hardware and radio
technology intended to mitigate interference between the
bands. The spectrum is available for network setup by
any person or entity, public or private, to include commer-
cial high speed internet, provided that it does not infringe
upon the band’s rules [1].

In an effort to provide relief to the users of the overused
spectrum, in 2010 the FCC allocated unused spectrum
between television channels, or ‘‘white spaces’’ for unli-
censed use. In addition, the FCC has proposed setting aside
some low band spectrum, and possibly underutilized por-
tions of the military, amateur radio, and paging frequen-
cies, for unlicensed use as long as the primary user
experiences no interference. Finally, in early 2013, the
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FCC opened a process to allocate more high frequency
spectrum for unlicensed use.

In addition to spectrum overcrowding, one of the major
challenges for the wireless medium is security. The WiFi
brand was adopted in 1999 based on the 802.11 standard.
It was immediately realized that using the electromagnetic
wave as the propagation medium made physical security
of the transmitted data an impossibility. A conversation
made of electromagnetic signals can be intercepted,
jammed, or injected with extraneous bits. These actions
can cause the release of private information, the inability
to send and receive information, or the receipt of false or
unreadable data.

As with other wireless communications, the cognitive
radio technology based on the 802.22 standard must
enforce the security triad of confidentiality, integrity, and
availability (CIA). The cognitive radio is subject to many
of the same types of attacks that plague other cellular
and wireless communication systems. In addition, due to
the cognitive radio’s ability to self-organize a network
and establish routing similar to wireless sensor networks
(WSNs), the cognitive radio network (CRN) is also vulnera-
ble to attacks originally designed for WSNs. Finally, the
abilities of the CRN to sense the environment, adjust spec-
trum usage parameters, collaborate with neighbors, and
learn provide new avenues for attack.

Because cognitive radio is in its infancy, there are many
opportunities for research into the security issues to which
the new technology is vulnerable. Such research can drive
the creation of a more secure product. The papers [9,55,69]
provide a general overview of the cognitive radio network
model with a broad description of secure model consider-
ations. The authors of [54] provide a very extensive over-
view of all cognitive radio network issues, with an in
depth look at the security issues specific to the new CRN
vulnerabilities.

The papers [41,91] each provide a high level view of the
legacy and newer threats that can be applied to the cogni-
tive network. The authors of [6,92] both take a broad
stroke at listing and describing threats specific to the cog-
nitive radio. In addition, the paper [6] adds a focus on the
threats specific to the policy controlled cognitive radio.
An in-depth look at the primary user emulation attack
and mitigation is presented by the authors of [84,92]. The
paper [74] analyzes vulnerabilities of existing spectrum
sensing and access protocols under stochastic channels in
the presence of jamming attacks. The authors of [78] con-
centrate on the vulnerabilities of the physical layer.

Comprehensive, security focused studies for the cogni-
tive radio network were presented by [7,27,63,76]. The
paper [76] takes the traditional approach of describing
the possible attacks on a CRN. The authors of [7] categorize
and analyze the threat vectors (as compared to attacks)
and provides design considerations to alleviate the threats.
A discussion on security evaluation and certification is
included. Rather than analyzing the threats or attacks to
the cognitive radio, the paper [27] analyzes the 2010 and
earlier solutions presented to mitigate CRN security issues.

The paper [63] takes a layered approach in its study of
cognitive radio network security. Four layers are
presented: security applications, security strategies,
Please cite this article in press as: D. Hlavacek, J.M. Chang, A layered a
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security infrastructure, and security primitives. Threats
are also presented in categories: learning, hidden node,
policy, parameter, and sensing.

The security professional must be properly prepared for
the battle that will ensue as the cognitive radio network
comes into use. To that end, the purpose of this paper is
to provide a survey of security issues related to the cogni-
tive radio network. Potential attacks will be described, and
proposed mitigation techniques will be explored. The
attacks in the survey are presented according to the tar-
geted protocol layer. Emphasis has been placed on present-
ing solutions proposed in 2012 and early 2013, when
available. The remainder of the paper is organized as fol-
lows: Section 2 describes the general concepts and security
considerations of the cognitive radio. Starting at Section 3
the paper presents attacks and mitigation techniques
based on communication layer protocols. Sections 3–7
present the Physical layer, Data link layer, Network layer,
Transport layer, and Application layer, respectively. Sec-
tion 8 presents the Cross-layer attacks. Section 9 provides
a conclusion. Table 1 will provide snapshots of the attacks
presented by layer.
2. Cognitive radio

The cognitive radio is based on a software defined radio
with adjustable operational parameters [2]. The software
allows the radio to tune to different frequencies, power
levels, and modulation schemes to establish or maintain
a communication link. The hardware consists of an
antenna, a radio frequency conversion module, a modem,
and other modules [57]. The best configuration for the
radio is determined by optimizing an objective function
that considers such factors as interference and noise, traffic
demand, mobility levels, and location.

In addition to the variable parameters mentioned
above, the cognitive radio network is further adaptable to
changing situations with its ability to operate successfully
in collaborative (cooperative) or uncooperative networks.
Generally, the throughput of the collaborative network will
be higher than that of the uncooperative network due to
the ability of the cooperating radios to share the frequency
to which they will hop. However, when the network is
under certain types of attacks, or in certain environmental
situations, the uncooperative network configuration may
be optimal. We must therefore analyze attacks and mitiga-
tion techniques for both scenarios.

It is generally agreed that the cognitive radio must pro-
vide the following functions: spectrum sensing, spectrum
management, spectrum sharing, and spectrum mobility.
Spectrum sensing is required for the cognitive radio to
sense the spectrum for the presence of the primary user
or other traffic. Through spectrum management the radio
is able to utilize the available spectrum efficiently without
interfering with the primary user. The protocols estab-
lished in the IEEE 802.22 standard govern the ability of
the radio to share the spectrum with the primary user
and other secondary users. The radio is able to vacate a
spectrum when the primary user is indicated as present
while continuing communication with the network due
pproach to cognitive radio network security: A survey, Comput.
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Table 1
Attacks by layer.

Attacks by layer Network
member?

CIA Description Citation

PHY layer
Jamming External A Jammer maliciously sends packets to hinder

legitimate spectrum usage
[10,11,26,47,50,61,71,79,80,82,83,93,96,101,111]

Objective function Internal A Attacker manipulates transmission rate parameters
so calculated results of the function are biased
towards the attacker’s interests

[5,13,18,44,81,103,106]

Overlapping secondary
user

Both A A geographical region may contain overlapping
secondary networks with a malicious user in one
network transmitting signals that cause harm to the
primary and secondary users of both networks

[97,109]

Primary user
emulation

External A An external attacker emulates the signal of the
primary user

[15,17,23,28–30,37,45,51,102,108,110,114]

Data link layer
Byzantine Internal A Attacker sends false local spectrum sensing results

to neighbors/fusion center causing the receiver to
make wrong spectrum sensing decisions

[3,21–23,25,31,35,39,46,56,60,62,65–67,73,105]

Control channel
jamming

Both A Jamming of the control channel causes network
confusion by interrupting the radio cooperation

[12,42,48–50,52,86,87,112]

Control channel
saturation

Internal A Based on the fact that if a cognitive radio is unable to
complete negotiations during the limited time of the
control phase, the radio defers from transmission
during the next data phase

[52,59]

Network layer
HELLO flood Internal A Node broadcasts HELLO loud enough so all nodes

think it is a neighbor. Packets are lost since the node
is far away

[24,40]

Ripple External A The wrong channel information is provided so that
the other nodes in the area change their channel.
The attacker’s intent is to cause the false
information to be passed hop by hop and cause the
network to enter a confused state

[115]

Sinkhole Internal C,
I, A

Attacker advertises itself as the best route and does
selective forwarding in which packets are modified
or discarded

[40,100,107]

Sybil Internal A Attacker sends packets as different identities
subverting the trust system

[20,40,58,90,104]

Wormhole Internal C,
I, A

Attacker tunnels messages or pieces of messages to
different parts of network to replay them

[34,40]

Transport layer
Key depletion Internal C, I With the great number of session keys created in a

cognitive radio network, it is very likely a key will be
repeated. Repetitions provide an avenue to break
the underlying cipher system

[53,72]

Application layer
Cognitive radio virus Both A The cognitive radio network is vulnerable to viruses

that can effect radio function and learning
[18,32]

Policy attacks External A Policy of the radio is changed or not allowed to be
updated, providing the attacker unfair spectrum
access

[6]

Cross-layer
Jellyfish Internal A Based on the dual role of the radio as router with

forwarding behavior. The attack targets closed loop
flows responsive to network conditions like delay
and loss

[36,53,64,68,75]

Lion External A Attack utilizes the PUE attack at physical layer to
disrupt the TCP. TCP continues to create logical
connections and send packets. The packets timeout,
and TCP retransmits. Retransmit timer doubles with
backoff resulting in delays and packet loss

[24,43]

Routing information
jamming

Internal A A malicious node causes a targeted node to initiate
spectrum handoff before the routing information is
exchanged

[53,116]

Small backoff window Internal A Node decreases its own backoff window size so it
has a better chance of getting the channel

[98,113]
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to the function of spectrum mobility. The spectrum func-
tions required by the cognitive network radio add avenues
of attack on the radio, network, and primary users in the
area. These attacks may target (i) the spectrum sensing
function by changing the spectrum environment, (ii) the
decision making function by manipulation of parameters
of the objective function, or (iii) the learning engine by pro-
viding false data about the environment that the learning
radio will use in the future to make incorrect or inefficient
decisions.

By classifying threats we can better determine threat
severity, precautionary methods, and recovery strategies.
Additionally, understanding the similarities between the
threats can help us apply knowledge about previous
attacks on other technologies to attacks on cognitive radio
networks. The following framework provides a classifica-
tion system for all cognitive radio network threats. The
threats are classified according to the protocol layer upon
which the attack is performed: physical layer (PHY), data
link (or MAC) layer, network layer, application layer, and
cross-layer. Cross-layer attacks are those in which the
attack is launched utilizing one layer while the attack tar-
gets another layer. Basing the classifications upon protocol
layers utilizes terminology already used in wireless com-
munication security while simultaneously describing for
the reader the attack vector. We start our discussion at
the bottom of the layer stack and move upwards.

Table 1 lists each attack explored with the leg(s) of the
CIA security triad affected by the attack. A majority of the
attacks affect the availability of the cognitive radio ser-
vices. Protecting the system availability basically includes
protecting the common control channel from saturation,
and ensuring the spectrum is sensed accurately and the
members of the network are properly identified and pro-
vide accurate information. Ensuring confidentiality and
integrity of the data transmitted is accomplished by
encryption with a proper key distribution system, and
proper identification and vetting of the network members.
Mitigation of the attacks listed will help ensure secure
communications.
3. Physical layer

The physical layer is the lowest layer of the protocol
stack, providing an interface to the transmission medium.
The physical layer consists of anything that is used to make
two network devices communicate, such as the network
cards, fiber, or, as in the cognitive radio network frame-
work, the atmosphere. The operation of the cognitive radio
network is more complicated than other wireless commu-
nication networks because the cognitive radio uses the fre-
quency spectrum dynamically. Following are network
attacks aimed at disrupting communication by targeting
the physical layer of the cognitive radio network.
3.1. Primary user emulator attack

Testing results show that the number of dropped calls
can be increased by up to two orders of magnitude due
to primary user attacks [37]. Proper function of the
Please cite this article in press as: D. Hlavacek, J.M. Chang, A layered a
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spectrum sharing feature of the cognitive radio network
requires the radio’s ability to distinguish between the pri-
mary and secondary user signals. Techniques such as filter
detection, energy detection, and cyclostationary-feature
detection need to be leveraged to provide this distinction.
In a hostile environment, discerning the primary user from
others can become extremely difficult. In the primary emu-
lation attack, an attacker may modify their air interface
such that it emulates the primary user’s signal characteris-
tics causing other secondary users to falsely determine that
the frequency is in use by the primary user, and so vacate
the frequency. The imposter may perpetrate the attack
selfishly, so he can use the spectrum, or maliciously, so
the other legitimate users will have their communication
disrupted, resulting in a denial of service attack. In addi-
tion, the attacker can poison the data collected about the
spectrum usage that is used by the learning cognitive radio
to determine which frequencies to try to access in the
future. Therefore, the primary user attack (PUE) can lead
to an objective function attack (Section 3.2) [102].

Determination that there is an imposter present in the
network is the first step in mitigating the PUE attack. This
subject falls into the area of robust distributed cooperative
sensing and the detection of anomalies. Most anomaly
detection is based upon statistical analysis of the sensed
data. Localization of the malicious user can assist in the
mitigation of the attack. The paper [51] provides a received
signal strength indicator (RSSI) based transmitter localiza-
tion technique that can be used when three or more
trusted nodes are present. Triangulation with a correction
technique considering multipath signals and refraction
provides an improved localization method.

In a cooperative cognitive radio network each second-
ary user senses the spectrum periodically and reports the
measurement results to the fusion center. The fusion cen-
ter combines the data and makes a determination as to
whether the primary user is present or not. If an attacker
injects false positive offset data, the fusion center may
determine the primary user is transmitting, when actually
it is not. Conversely, if the attacker injects negative data,
the fusion center may falsely determine the primary user
is not present.

In [29] a differential game is proposed as an avenue for
primary user emulation mitigation. Based on the differen-
tial attack game model the Nash equilibrium is derived,
and the optimal attack/defense strategy is devised. Exper-
imental results indicate that by using this strategy the sec-
ondary user can maximize the usability of the cognitive
channels and minimize the disruption to the network
caused by primary user emulation attacks.

In the paper [45] the authors introduce the robust prin-
cipal component analysis (PCA) technique for spectrum
sensing. The authors consider a cooperative cognitive radio
network with one primary user, several nodes, and one
fusion center. In the worst case PUE attack, the attacker
would use tactics that include appearing intermittently
and randomly to try to prevent discovery. This activity
can be represented by a sparse matrix. Robust PCA is based
upon matrix theory and can be applied to get the estimated
low rank matrix and the estimated sparse matrix from the
corrupted observation matrix. Once the low rank and
pproach to cognitive radio network security: A survey, Comput.

http://dx.doi.org/10.1016/j.comnet.2014.10.001


Fig. 1. Proposed transmitter verification scheme [23].
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sparse matrices are estimated, the received signal power
can be estimated for the suspect nodes. This transmission
energy data is removed from the collected data at the
fusion center. The data cache is no longer poisoned, and
the determination of the presence of a primary user is
more accurate.

The authors of [23,108] provide methods of determin-
ing if a primary user emulator is in the network when
the primary user location is known and fixed. The method
of the paper [23] is based on using a trust based transmit-
ter verification scheme to properly vet the primary user. It
is assumed all radios are aware of the location of, and
therefore the distance to, the primary users in the area.
The distance between the primary user and the cognitive
radio is calculated based on known coordinates. The dis-
tance between radio and the user sending the primary user
type signal is also calculated based on the received power
levels. The trustworthiness of the user is determined by a
comparison of the resulting distances. Fig. 1 reflects the
flow of the decision process.

In [108] the authors provide a method of defense
against the primary user emulation attack using belief
propagation. All secondary users in the network iteratively
calculate the location function, a compatibility function,
compute messages, exchange the messages with neigh-
bors, and calculate the belief function until convergence.
At convergence, any existing attacker will be detected,
and secondary users will be notified of the attacker’s signal
characteristics via broadcast message. This allows all sec-
ondary users to avoid the attacker’s primary emulation sig-
nal in the future.

The location function can locate the attacker based on
differences in the received strength of the transmitted sig-
nal. Since none of the secondary users are aware of the
transmitted signal strength or their distance from the
attacker, the pinpointing of the attacker location depends
upon the difference in measured signal strength by several
neighbors. It was determined that one secondary node
needs to interact with at least three neighboring nodes to
estimate the attacker’s location. After determining the
location and computing the compatibility function until
convergence, if the belief manipulation sum is higher than
a specific threshold, the transmitter is determined to be
the primary user, and not an attacker.

Similarly, the authors of [16] describe a transmitter ver-
ification scheme called LocDef (localization based defense).
The scheme verifies whether a signal is from an incumbent
by estimating its location and observing the signal finger-
print. Localization is determined by utilizing an underlying
wireless sensor network. The underlying network collects
snapshots of received signal strength across the cognitive
radio network. The collected measurements are smoothed
and the peaks are identified. Using the peaks, the transmit-
ter locations can be identified.

The papers [15,28] propose methods for cooperative
sensing in the presence of a primary user emulator and
the probable detection of a primary user. When an attack
is underway, secondary users in the area receive the signals
from both primary user and attacker. This sensing informa-
tion is sent to the fusion center. In [28], when differing
signal energy is reported as determined by a network
Please cite this article in press as: D. Hlavacek, J.M. Chang, A layered a
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threshold, statistical probability is applied to the reports
to determine if the primary user or a malicious emulator
is present.

In [15] the information is combined with a weighting
system to maximize the probability of detection within
the constraints of a false alarm probability. The weights
are related to the channel state information (CSI) between
the nodes. The CSI is estimated using existing channel esti-
mation algorithms. The method presented maximizes the
probability of detection of the primary user by deriving
optimal weights. It must be noted that the paper [15]
assumes the primary user emulator (attacker) has been
determined as present, so the goal is to detect the primary
user in the presence of the attacker with the assistance of
multiple cooperative cognitive radio users.

Identification of a primary user emulator through a
radio fingerprint has been proposed in the papers
[17,30,99,114]. With a radio fingerprint, a wireless device
can be identified by its unique transmission characteristics.
Electronic fingerprinting is already used by cellular opera-
tors to prevent cell phone cloning. The fingerprint is due to
the slight variations in the manufacture of the hardware
components.

In the paper [17], the authors employ the spectrum
sensing capability of the cognitive radio itself to identify
primary user attacks. The uniqueness, or fingerprint, of
the wireless signals is determined by use of the Neyman–
Pearson test. The test is used to differentiate between the
channel states of transmitters over Rayleigh fading chan-
nels. Simulation showed the method was effective in iden-
tifying a primary user emulator, thereby allowing the
network to defend against the attack.
pproach to cognitive radio network security: A survey, Comput.
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The authors of [114] focus on the phase noise of a signal
created by the local oscillator. Phase noise is the rapid, ran-
dom fluctuations in the phase of the waveform. It causes
spectrum spread and deformation, and is unique. After
extraction of the phase noise from the received modulated
signal, applet wavelet and higher order statistical analysis
is applied to identify the fake primary user transmitters.
Results of simulation experiments showed the phase noise
of two receivers using the same local oscillators was differ-
ent. This indicates it is feasible to identify a transmitter for
primary user emulation defense.

Performance analysis of the cognitive radio network is
the focus of the paper [110]. The authors create a three
dimensional Markov model to provide a method of perfor-
mance analysis using a common control channel when
under primary user attack. The outage probability metric
is redefined, and the new performance metric common
control channel recovery time is introduced. Together,
the metrics identify and evaluate the impact of the com-
mon control channel on the network. The blocking rate
and dropping rate of the cognitive radio network are also
calculated.

Outage probability, or the probability of network sus-
pension, reflects the chance a cognitive radio network will
suspend. Suspension occurs with the arrival of a new pri-
mary user when all of the available N channels are already
being utilized by only primary users (PU), fake primary
users (fPU), and the common control channel. Since no sec-
ondary users (SU) are currently using a channel, the com-
mon control channel must drop, opening the frequency
for the new primary user. At this point the cognitive radio
network is suspended.

With the system state defined as (i, j, k) where i and j
represent the number of primary users and primary user
emulators, and k represents the sum of the secondary users
plus the common control channel, the outage probability is
the sum of the state probabilities where k = 0. Therefore,
the outage probability is determined by

Poutage ¼
X

ði;j;kÞ2X
Pði;j;kÞ ð1Þ

where X = {(i, j,k)/(i + j) = N and k = 0}.
The common control channel recovery time is the aver-

age time expected for recovery after an outage. The com-
mon control channel will only recover by using a channel
vacated by a primary user or primary user emulator. The
analysis is based upon the property that the sum of two
Poisson processes results in a Poisson process. Therefore,
the state probability distribution combined with the hold-
ing time of the local primary users and emulators provides
the common control channel recovery time as

TCCC ¼
X

ði;j;kÞ2X2

1
ilPU þ jlPU þ klPU

Pði;j;kÞ þ
1

NlPU
PðN;0;0Þ; ð2Þ

where X2 = {i + j = N, j > 0, k = 0}, the arrival rates of PUs,
fake PUs and SUs are kPU, kfPU and kSU, respectively, and
the channel holding times exponentially distributed with
the mean are 1

lPU
; 1
lfPU

, and 1
lSU

.

As expected, the analysis of tests using the formulas
above show that a network under the attack of primary
Please cite this article in press as: D. Hlavacek, J.M. Chang, A layered a
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user emulators takes a longer time to recover than a net-
work not under attack. This recovery time was also shown
to increase as the number of primary user emulators
increased. Additionally, the larger the number of primary
user emulators, the greater chance the network would
drop into the suspended state.

3.2. Objective function attack

Cognitive radios are adaptive to the environment. Many
radio parameters are available for manipulation in the
effort to adapt the radio to the environment by maximizing
objective functions, and therefore the radio’s ability to
communicate over the medium. Objective function attacks
apply to an attack on any learning algorithms that utilize
objective functions. Another name for objective function
attacks is belief manipulation attacks. Parameters manipu-
lated include, but are not limited to, bandwidth, power,
modulation, coding rate, frequency, frame size, encryption
type, and channel access protocol.

The authors of [18] give the following objective function
example. Assume the function exists where wi are weights,
P is power, R is rate, and S is security.

f ¼ w1P þw2Rþw3S ð3Þ

Now assume an attacker wishes to lower the security
with which the radio is transmitting messages. The
attacker would monitor the channel, and jam the channel
whenever the radio tries to send a message at the more
secure level. The cognitive radio would learn that attempt-
ing to transmit at the higher security level would not be
successful. This would result in either the higher security
messages being sent at a lower security level, or the mes-
sages would not be sent at all. Similar attacks could cause
a radio to avoid certain frequencies, rates, modulations, or
bandwidths.

There have been few clearly effective methods of miti-
gating objective function attacks. One simple proposal
has been made by [44]. The proposal suggests naively
defining thresholds for each of the adjustable parameters.
Communication would be prevented when one or more
of the parameters did not fulfill its predefined threshold.

The authors of the papers [13,106] present the covert
adaptive injection attack. In these examples of an objective
function attack, the attacker is capable of learning and
adjusting its strategies in response to the environment.
The attacker attempts to stealthily manipulate the sensing
results of a distributed network, thereby attacking the
objective functions and decision making of the cognitive
radio network. A robust distributed outlier detection
scheme is presented to counter the covert attack.

The method presented by [106] uses a localized detec-
tion threshold at each node, and adapts the threshold with
the diminishing behavior of state differences, exploiting
the state convergence property. With this scheme, it is
more difficult for an attacker to guess all of the thresholds
of the neighbors at any instance. When a network node
suspects an attacker, it sends a primitive alarm to its
immediate neighbors. The alarm is not forwarded. If the
node collects primitive alarms from at least half of the
nodes that are common neighbors of the node and
pproach to cognitive radio network security: A survey, Comput.
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suspected attacker, it broadcasts a confirmed alarm. The
confirmed alarm is forwarded to the remaining network.
Verification of the attacker is provided using a hash based
computation. This verification ensures the correctness of a
neighbor’s state update process with the goal of thwarting
collusion attacks by common neighbor cross validation.

Rather than using a threshold and alarms, the method
presented in [13] uses a neighborhood voting system. After
each secondary user has collected the sensing reports from
its immediate neighbors, the nodes determine an algo-
rithm based mean, and conduct a spatial correlation test.
Based on the results, each node casts votes about the legit-
imacy of each of its neighbors. If a node receives more than
half of the neighbor votes categorizing it as suspicious, the
node is considered malicious.

The authors of [81] present a solution to the false chan-
nel information exchange attack. This is a form of the
objective function attack because the goal of the attacker
is to affect the decision making algorithms of the network
nodes. The authenticity of the received channel informa-
tion is analyzed using spatial correlation algorithms. Simu-
lation shows that the algorithms achieve a high detection
rate of malicious nodes with a low false alarm rate.

In [103] the authors explore a framework of power con-
trol schemes based on a robust Markov decision process. If
an attacker can influence the power scheme of the radio,
the attacker can affect the throughput of the network. Addi-
tionally, the authors use a delayed Markov decision process
to model the throughput maximization problem while
experiencing spectrum sensing delay caused by a malicious
user. The delayed Markov decision process is solved by
using a modified dynamic programming approach.

Belief manipulation attacks as related to the knowledge
base of learning algorithms is presented in [5]. Many
defense methods have been studied as related to the miti-
gation of jamming and other throughput affecting attacks.
However, less studied has been the effect on the learning
that takes place over time based on the objective function
results, and how the learning is poisoned by intermittent
attacks. To determine if there is an attacker present, mon-
itor nodes are assigned to sample the channels over a time
window and Wald’s Sequential Probability Ratio Test rule
is applied.

The softmax policy [85] includes randomized user
actions based on some probability distribution in an effort
to hide information about the learning algorithm. In the
algorithm, more weight is applied to actions that per-
formed well in the past. By avoiding the attacker’s influ-
ence by using and sensing channels where the attacker is
not expected to be present, the learning algorithm is rein-
forced and becomes increasingly accurate.

3.3. Overlapping secondary user

As shown in Fig. 2, a geographical region may contain
coexisting, overlapping multiple secondary networks. Such
a situation places dynamic spectrum access sharing at risk
through both objective function and primary user vulnera-
bilities by one malicious node, or accidentally by a friendly
node. A malicious user in one network may transmit
signals that cause harm to the primary and secondary
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users of both networks. Signals transmitted maliciously
may provide false sensing information, thereby negatively
affecting the objective function in one or both networks.
The malicious user may intermittently falsely emulate
the primary users of each network causing each network
to vacate the channel. Additionally, in special situations a
friendly node reporting the presence of the primary user
in Network 1 may inadvertently be relaying the same
information to Network 2, negatively impacting Network
2’s objective function.

This attack can be especially hard to prevent since the
malicious node may not be under the direct control of
the secondary station or users of the victim network. This
is essentially an attack on the capability of the cognitive
radio network for spectrum sensing and sharing of both
infrastructure and ad hoc based networks. The result is a
denial of service attack.

The authors of [109] provide three possible mitigation
solution categories for the overlapping secondary user
attack. These mitigation techniques are also applicable to
many other denial of service attacks, and are based upon
work in other areas.

1. Modifying the modulation scheme: The use of fre-
quency hopping and direct sequence spread spec-
trum techniques can make it more difficult to
launch effective denial of service attacks. The
attacks may still degrade service quality.

2. Detection and prevention of attacks: Observing the
primary user’s location and signal characteristics,
as described in Section 3.1, ‘‘Primary User Emulator
Attack’’, can help the network identify if a node is
performing maliciously.

3. Using authentication and trust models: In the paper
[97] a system is designed to determine a suspicion
level, trust value, and consistency value to identify
and exclude a malicious user. Nodes become suspi-
cious when the reported channel state is not in
agreement with the channel state reported by oth-
ers. A trust value for each node is calculated over
time, and a consistency value reflects the consis-
tent trust value over time. A node with a consis-
tently low trust value will eventually be identified
as a possible malicious user and dropped from the
network.

3.4. Jamming

Cognitive radio networks require a minimum signal to
noise ratio to decode a signal sent from their correspond-
ing transceivers. Jamming, one of the most basic types of
attacks in the cognitive radio network, attempts to
adversely affect the signal to noise ratio. In this attack,
the malicious user intentionally and continuously trans-
mits on a licensed band, making it unusable by the primary
or other secondary users. The attack is amplified by trans-
mitting with high power in several spectral bands. Jam-
ming can be detected with triangulation and energy
based techniques. However, the time lost with these tech-
niques allows the attacker to severely impact the network.
A mobile attacker can be even more difficult to locate.
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Before initiating mitigation techniques against jam-
ming, the cognitive radio network must first determine
that a jammer exists. Besides the presence and actions of
a jammer, poor performance experienced by a receiving
node can also be caused by natural causes such as network
congestion.

A statistical approach is often used for detecting
anomalous spectrum usage attacks, specifically stealthy
jamming, and is proposed in both papers [71,82]. In [71],
the statistical analysis is a three step cross-layer process.
First, statistical analysis is performed on the information
gathered from multiple layers. Next, a multiple layer dis-
crepancy search is conducted on the data collected by com-
paring the data from several layers. In the third step,
simple statistical measures are used to determine if there
are discrepancies among the data from the network and
physical layers using only snapshot data. For instance,
the physical layer may report numerous available channels
in the area, but few nodes appear in the resultant paths.
This may indicate jamming is occurring. Due to the possi-
bility that there can be other reasons the nodes do not
appear, there could be a high false alarm rate if a compar-
ison to historic data is not conducted.

Using time series data available from multiple layers
can minimize the false alarm probability. This is because
the probability distribution of chosen observables will
change when the network is under attack. The observables
are carefully chosen such that their statistics will indicate a
sharp change with high probability in the presence of an
attacker. Although it is assumed the data from different
layers is independent, it has been shown that the observed
changes before and after the event are related via time.

In the paper [82] sequential detection is used to com-
pare the statistical distribution before and after an attack.
Confirmation of attack is obtained by a cross-layer three
step process. First, the statistical analysis of the paths/
nodes is obtained from route discovery. If there are anom-
alous patterns observed, passive checking is performed by
cross checking the pattern with the physical layer spec-
trum sensing results. Last, active checking is performed
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by selectively injecting controlled traffic into the poten-
tially congested area and collecting measurements. The
passive and active steps are conducted to confirm the
results in the statistical analysis.

Jamming is an attack that affects both cooperative and
uncooperative cognitive radio networks. In general, unco-
operative networks are more resistant to jamming attacks
because the nodes do not need to use a common channel to
share information about the frequency to which they are
hopping. In cooperative networks, the jammer can either
capture the shared channel information and move to the
same frequency to continue the attack, or inhibit the
channel data exchange by jamming the common channel.
However, although existing anti-jamming schemes for
uncooperative networks are more robust when under
attack, they are not as efficient as cooperative network
channel sharing schemes when not under attack [83]. With
no jammer present, network throughput is lower in unco-
operative networks because the nodes need to use energy
in the attempt to discover upon which channel the
intended transmitter/receiver is transmitting/listening.
Therefore, combining cooperative frequency sharing tech-
niques with uncooperative networking and anti-jamming
methods will make the cognitive radio network adaptable
to changing network conditions while preserving network
throughput. Below we describe anti-jamming methods for
both cooperative and uncooperative networks.

3.4.1. Cooperative network jamming mitigation techniques
A scenario comprised of a primary user, secondary user,

and jammer was studied in the paper [10]. The authors
conducted a simulated jamming attack to derive the best
combinations of the number of control and data channels
to enhance the legitimate secondary user transmission
during jamming. The data and control channel allocation
determination was also specific to the type of application
and the quality of service required for good throughput
of the application. It was shown that there is a tradeoff
between efficiency and transmission probability when
allocating more than one channel to common control.
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Additionally, it was noted that the results did not always
conform to what was initially expected. For an example,
using the extremely conservative strategy of five control
channels and three data channels was less efficient than
using a less conservative strategy of four control channels
and four data channels for an electronic mail application
under jamming attack.

The paper [96] explores collaborative defense of the
network against collaborative jammers. The collaborative
defense is mounted using a multi-tier proxy based cooper-
ative defense strategy designed to exploit the temporal and
spatial diversity available to the legitimate users in an
infrastructure based cognitive radio network. The network
is divided between proxies and followers. The proxies act
as relays between the followers and the base station. Fol-
lowers must connect to a proxy, rather than straight to
the base station. This adds another layer to the communi-
cation hierarchy. When the users cooperate, the jammers
necessarily need to jam both the followers and proxies to
jam all communication. Therefore, with the collaborative
defense strategy, the jammers need more jammers to
effectively suspend the network communication. Simula-
tion results show that spectrum availability is greatly
improved when the users cooperate. However, due to the
extra layer in the communication hierarchy, the latency
of communication is also increased.

A targeted jamming attack and its mitigation is pre-
sented in [33]. The authors describe the ‘‘Most Active
Band’’ attack in which a jammer determines and targets
the band with the most traffic for jamming, resulting in
denial of service on that band. The coordinated conceal-
ment strategy (CCS) is offered as a countermeasure. Basi-
cally, a few secondary user nodes sacrifice themselves by
moving to a single band, drawing the attacker’s attention.
The ‘‘surviving’’ nodes are free to operate on other bands
under the concealment of the ruse.

In [79,93] the authors assume the jammer’s signal and
the primary user signal are distinguishable and the attack-
ers will not jam the primary user. The contention between
the jammer and the secondary users is based upon the sec-
ondary users’ aim at maximizing spectrum utilization with
carefully designed channel switching schedules, while the
malicious attacker’s desire is to decrease spectrum utiliza-
tion by strategic jamming. From this description, the objec-
tives of the secondary user and jammer are opposite, and
can be modeled as a zero sum game. In the game model
the secondary users adapt their strategy on switching
between control and data channels according to their
observations about spectrum availability, channel quality,
and attacker’s actions. According to simulation the calcu-
lated optimal policy can achieve better performance in
terms of throughput as compared to a learning policy that
only maximizes the payoff at each stage while not consid-
ering the environment’s dynamics, the attackers’ cognitive
capability, and a random defense policy.

A game theoretic perspective is also used to determine
the optimal defense strategy in [111]. A simple stochastic
swarm optimization algorithm, called particle swarm opti-
mization (PSO), is applied to solve the optimization prob-
lems numerically. PSO is motivated by many natural
phenomena, and has been shown to represent each group
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member seeking the optimal solution for itself as it relates
to its neighbors.

3.4.2. Uncooperative network jamming mitigation techniques
The authors of [19] provide a jamming solution based

on a distributed, probabilistic protocol. This method is
unique in that it avoids control channels, does not require
information related to the node neighborhood, and does
not require statistics about the channel usage. Instead,
the solution is based upon probabilistic pairing approach
that allows the node to dynamically find a peer and sync
on a random, available frequency. The solution also
requires the nodes be preloaded with pairwise keys which
are used as seeds to the process of finding a common fre-
quency band. In the syncing process, each node randomly
chooses a key and challenges its neighbors. If there is a col-
lision, the nodes agree on a frequency band for communi-
cation. Nodes experiencing no collision again randomly
choose a key and challenge their neighbors. For the scheme
to work, each node needs to dynamically sense the spec-
trum to determine a frequency free for use.

The authors of [101] developed a channel hopping
defense strategy using the Markov decision process
approach based on a secondary user that uses only one
channel. To adequately use the decision process the user
must learn some attacker information by observing the
environment. The secondary user first estimates useful
parameters based on past observations using maximum
likelihood estimation (MLE). The user then utilizes the
Q-learning process, which is presented as an avenue for
the secondary user to learn and update the defense strat-
egy without knowledge of the underlying Markov model.
The scenario is extended such that the secondary user
can utilize all available channels simultaneously. In this
scenario, randomized power allocation is used as the
defense strategy. Derivation of the Nash equilibrium for
this Colonel Blotto game provides minimization of the
worst-case damage.

In the paper [14], the authors developed a similar jam-
ming hopping, policy iteration scheme based on the Mar-
kov Decision Process which utilizes the Q-learning
process to lessen the computation burden. However, in this
scheme the secondary user has a finite set of channels from
which to choose. The set of channel choices is dependent
upon the state of the environment at decision time.

The paper [26] uses a game theoretic context to formu-
late the interaction between communicating nodes and an
adversary. Experimental results show that randomized
actions by both the secondary user and the jammer result
in lower game values than the expected Nash equilibrium
for pure information centric channel capacity. Results also
show that packetized, adaptive communication is an
advantage for the power limited jammer. Additionally, it
is proven there exists a threshold on the average power
of a jammer above which the transmitter must use a rate
equivalent to the maximum power of the jammer.

The authors of the paper [80] present the solution to
jamming modeled after a solution to a multi-armed bandit
problem. In this scenario the secondary user is the player
trying to pull the most rewarding lever at each time slot.
The authors use Whittle’s linear program to determine
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which channel the secondary user should select for trans-
mission. The model is valid for a situation in which the
state of the non-accessed channels changes when not cho-
sen. For the situation in which the state of the channels is
static even when not chosen (in other words, the jammer’s
strategy is fixed), the author’s solution is based on a sto-
chastic multi-armed bandit process using indexing
solutions.

Similarly, the authors of [94,95] formulate the jamming
problem as a multi-armed bandit problem. In this solution
the secondary sender and the receiver both adaptively
choose their sending and receiving channels by basing
their decisions on all of their past decisions and observa-
tions. With the convergence of the learning algorithms,
the sender and receiver hop to the same set of channels
with high probability under the presence of a jammer.

The paper [83] presents the Uncoordinated Frequency
Hopping (UFH) scheme in an effort to allow key establish-
ment between two nodes in the presence of a jammer
without a pre-shared key. With the assumption that a jam-
mer cannot jam all of the communication channels at the
same time, the message is divided into multiple parts
and sent across several frequencies according to a random
frequency hopping scheme. Although a secret channel
sequence is not utilized by the sender and receiver, it is
shown that with sufficient transmission attempts the sen-
der and receiver will converge upon the same channels in a
number of time slots. Note also that the time slots for the
sender and receiver do not need to be synchronized;
instead the receiver is allowed to switch channels less
often than the sender. The effect is a reduced number of
partially received fragments. Experimental results show
that the UFH scheme achieves the same level of anti-jam-
ming protection as coordinated frequency hopping. How-
ever, the experiments also show that the UFH scheme
results in lower communication throughput with higher
storage and processing costs.

The authors of [48] present the time delayed broadcast
scheme (TDBS). The scheme does not rely upon commonly
shared secrets or common control channels to coordinate
broadcasts. Alternately, the scheme relies upon a pseudo-
noise (PN) frequency hopping sequence to establish com-
munication. Unlike conventional PN sequences for multi-
access systems, the PN sequence presented exhibits high
correlation to enable broadcast. Additionally, the experi-
mental results show the TDBS scheme can support and
maintain broadcast communications while in the presence
of an inside jammer.

The paper [61] examines the resiliency of rate adapta-
tion algorithms (RAA) against smart jamming attacks.
According to the experimental results, several techniques
can prevent smart jamming by limiting the amount of
key information that can be inferred by an attacker. The
lack of information forces the attacker to operate as a
memory-less jammer. For example, the SampleRate proto-
col can be protected by using randomized, non-sequential
probing. To conceal the explicit and implicit rate informa-
tion, such information should be protected using post-cod-
ing encryption. Using a shared secret key and a random
initialization vector can ensure the explicit and implicit
rate information is concealed.
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In the work [11] the authors present another secret
sharing mechanism that does not require pre-shared secret
keys. The method is called Time Reversed Message Extrac-
tion and Key Scheduling (TREKS). The TREKS mechanism is
shown to be efficient and adversary resilient and is based
upon intractable forward decoding and efficient backdoor
decoding. As with the other methods provided which do
not use pre-shared secret keys, TREKS solves the circular
dependency problem. Additionally, experimentation
showed that TREKS was four magnitudes faster than the
prior solutions to CDP, with minimum storage overhead
and at most twice the computation required for traditional
spread spectrum communication.
4. Media access control layer

The Media Access Control (MAC) layer is a sublayer of
the data link layer. The MAC layer is designed to support
multiple users on a shared medium within the same net-
work. A Common Control Channel (CCC) may be used for
an exchange of control messages to coordinate the users.
4.1. Byzantine attack

In the Byzantine attack, also known as spectrum sens-
ing data falsification, the attacker injecting the false sens-
ing information into the decision stream is a legitimate
member of the network and is referred to as the Byzantine.
Byzantines may perpetrate the attack to selfishly acquire
increased spectrum availability for themselves, or the
attackers may have a goal of disrupting the throughput
of the network for other nefarious reasons.

The authors of [88] propose a method of detection of
Byzantines called Pinokio. Pinokio uses a Misbehavior
Detection System (MDS) that maintains a profile of the
network’s normal behavior based on training data. The
MDS detects misbehavior by monitoring the bit rate
behavior. By protocol, the bit rate should change periodi-
cally and be adjusted by a node contiguously, the bit rates
between two nodes should show some reciprocity, and the
usage of a low bit rate should occur over a narrow channel.
Nodes not exhibiting these characteristics are not acting in
a manner conducive to spectrum efficiency, and so are
suspect.

Another method of misbehavior detection called Coop-
erative neighboring cognitive radio nodes (COOPON) is
provided by the authors of [38]. Detection of the selfish
node is detected by the cooperation of other legitimate
neighboring nodes. All of the secondary nodes exchange
channel allocation information both received and sent to
the suspect nodes. Each neighbor compares the number
of channels reported to be used by the suspect node to
the channels the neighbors report as being used. A discrep-
ancy reveals a selfish actor.

Several techniques have been proposed related to trust
and reputation metrics. In the context of cognitive radio
networks, trust and reputation based schemes are very
similar. Trust in a behavior based model is defined as the
mutual relationship between two entities for a specific
action. Trust most often refers to acknowledging nodes
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that are proven trustworthy in some way. Alternatively,
reputation schemes are generally more interested in iden-
tifying those nodes that are bad actors.

A trust framework is proposed by [56] consisting of a
TrustPolicy Engine and a TrustMetrics Engine. The Trust-
Policy Engine targets four main areas: security mecha-
nisms, enhancing secondary user’s worthiness, spectrum
sharing with legacy networks, and inter-operator spectrum
sharing. The engine is designed to analyze the behavior of a
cognitive radio according to the notion of trustworthiness.
The proposed solution considers two types of trust. Social
trust is based on historical actions; quality of service trust
is related to performance issues. Both trust aspects are
used to determine a trust level based on past behavior
and impact on the performance of the network.

The TrustMetrics Engine provides for the exchange of
trust information between the nodes and algorithms. This
information consists of past performance actions and
impacts, and is used to create a prediction of future behav-
iors. The data is passed to a Performance Engine that
implements mechanisms to thwart cognitive radio net-
work attacks.

Several recent authors have tackled the idea of trust or
reputation based mitigation methods for the Byzantine
attack using the sensed data sent to the fusion center.
The authors analyze the case in which the Byzantines do
not send true information about the state of spectrum.
The information sent by the suspect nodes is compared
to the information received from a trusted node.

In the paper [25], a node’s reported sensed data that
deviates from the data supplied by a trusted source results
in the node being labeled as malicious. In [60], when differ-
ing signal energy is reported as determined by a network
threshold, statistical probability is applied to the reports
to determine if a malicious node is present.

The papers [21,46,73,104] all use reputation based
detection schemes over time to identify bad actors. In
these schemes, a reputation measure is assigned to each
node representing the number of times the local decision
of a node was different than the global decision of the
fusion center in a time window. The higher the value of
the measure, the less reliable the node’s observation is
considered. To increase the accuracy of the decisions made
by the fusion center, data from nodes with a high number
of mismatches is not included in the sensing algorithms.
The papers differ in the algorithms, weights, and observ-
ables used to determine the trust levels of the nodes.

In [62,65,66] the authors present trust based authenti-
cation systems. In the model in the paper [62], the node
with the highest level of trust is appointed as the base sta-
tion. Authentication between each node and the base is
accomplished in two ways. With cryptographic authentica-
tion, the base station generates secret keys for the network
members. Each node shares a unique key with the base
station.

With the certificate based trust authentication tech-
nique, the base station generates trust values for each
node. Trust values are based upon the recent activities of
a node in the network, such as success or failure in for-
warding a packet, and the length of time the node has been
a member of the network. The trust value of each node is
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updated by the base station every time the base station
sends a broadcast message. If a request is received by the
base station, the base station references the node’s trust
value for a determination of the appropriate action. A sec-
ond secret key is shared between the base and all nodes of
a specific, equal trust level.

The base station also sets a trust threshold for the net-
work. Any node not meeting the minimum trust threshold
is expelled from the network and placed on a blacklist for
rejection of future joining or other requests. By using the
trust method, any bad actors, or Byzantines, in the network
will be identified and segregated from the network.

The method to assign trust in [66] is based on three fac-
tors for determining sensing trust level. Context is the first
factor and includes time, location, spectrum, code, and
angle. The second factor is based on sensing evidence
scope and importance. This factor reflects the importance
of evidence based on the impact of the action on the net-
work. Lastly, all node behavior is collected relative to a
time window. The time window allows a node fluctuating
between trustworthy/untrustworthy and considerate/
inconsiderate behavior to be properly analyzed for intent
over time. Together the three factors help capture the tran-
sition of a benevolent, well-behaving node to a malevolent
node over time, allowing the network to properly and con-
tinuously identify currently misbehaving nodes. Addition-
ally, the algorithm allows the node’s reputation to rise
slowly but fall quickly to punish a secondary user’s erratic
behavior. The reputation values are considered in data
fusion and resource allocation for the secondary users.

The trust calculation presented in [65] relies on several
steps and inputs. The direct trust calculation is based on a
cumulative attribute determined by the success or failure
of past requests, responses, and retransmissions. The indi-
rect trust calculation considers the neighbors’ determina-
tion of the node’s trust. The trust values are integrated,
and a historical trust value is added to the algorithm. The
node’s ability to access the network resources is based
upon the trust determination.

The unfair penalization of honest users due to severe
pathloss in some locations is considered in the trust based
scheme proposed by [35]. The proposed Location Reliabil-
ity and Malicious Intention (LRMI) trust metric has two
parts:

1. Location Reliability reflects pathloss characteristics
of the wireless channel.

2. Malicious Intention captures the true intention of
secondary users.

Evaluation of sensing reports sent to the fusion center is
based on two sources of evidence—the cell the report was
sent from (Location Reliability) and who generated the
report (Malicious Intention). A trust value is applied to
each cell based on the activity of the cell members. The
Dempster–Shafer theory is used to evaluate trustworthi-
ness as related to a mobile node. The algorithmic
combination of the two values help to alleviate the trust
devaluation that generally occurs due to a node’s signal
pathloss because of its location and mobility, hence provid-
ing a more accurate trust determination.
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In the paper [31] the authors present an alternate
detection method using two conditional frequency check
statistics (CFC). The statistics are developed under the Mar-
kovian model for the spectrum state and are not adversely
affected by an increasing number of Byzantines. The newly
proposed CFC enforces two constraints on the attacker’s
behavior as compared to the conventional one constraint.
This is done by exploring the correlation between the con-
secutive spectrum states.

The fusion center evaluates the two CFCs for every sen-
sor and compares the results to those of a trusted sensor.
Differing values between a sensor and the trusted sensor
indicate the corresponding sensor is malicious. Conse-
quently, any flipping attacker that maliciously flips its local
inference can easily be identified with the CFC. With at
least one trusted user the method can achieve an accuracy
rate of greater than 94% in detecting malicious users.

Statistically based analysis schemes that detect mali-
cious users and alleviate the false sensing observations
are proposed in [3,39]. The first scheme, proposed by [3],
allows for an unknown number of malicious cognitive
radios in a network, with the possibility that any node
can suddenly turn malicious. The mathematical basis for
sensed data analysis is a modified version of the Grubb’s
test for the detection of a single outlier in a normally dis-
tributed data set. Simulations showed that the modified
Grubb’s test was able to detect any number of malicious
cognitive radios in a network, as long as at least half of
the network was made up of trustworthy nodes. The sec-
ond paper [39] compares the Dixon’s test for outliers, the
Grubb’s test for outliers, and the box plot test when
applied to sensed data. It is shown that the Dixon’s test
out performs the Grubb’s test and the box plot test in
detecting the presence of a single bad actor.

The authors of the paper [67] use a statistical attack
model to aid in the development of a Bayesian approach
to identifying malicious nodes. Belief propagation is used
with factor graphs to solve the Bayesian estimation prob-
lem and the derivation of an algorithm. The algorithm is
used to estimate channel status and the attack probabili-
ties of the malicious nodes, thereby identifying the
Byzantines.

A technique using the primary user’s received signal
strength (RSS) is introduced in [105]. The method has been
shown to work no matter the ratio of trustworthy nodes to
malicious nodes in the network. The technique compares
the location determined by the strength of the primary
user’s received signal at a secondary user and reported to
the fusion center, to that calculated using the combined
data from the network secondary users at the fusion cen-
ter. This comparison is used to determine whether the sec-
ondary user node is providing true or false data.

The authors of [22] present a punishment based mitiga-
tion scheme. Using the indirect punishment method, the
malicious user does not need to be identified. There only
needs to occur collisions with the primary user. It is
assumed that when such a collision occurs, the primary
user applies a punishment to the entire network. If the
attacker can be determined, a punishment is applied
directly. Assuming the bad actor is acting selfishly, either
punishment will deny the malicious node throughput over
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the network, and will cause the node to change its
behavior.

Alternatively, the authors of [8] present an incentive, or
payment based solution that makes it detrimental to a
node to refuse to forward packets over free channels. The
basis of the system is that a node will receive payment
after offering a free channel to forward packets for a neigh-
bor. A transmitting node will pay a neighbor for packet
transmission over a channel when that neighbor’s services
are required for transmission. A central authority is
required to maintain the credit balance for each node.

4.2. Control channel saturation

The control channel saturation attack is based on the
fact that if a cognitive radio is unable to complete negotia-
tions during the limited time of the control phase, the radio
defers from transmission during the next data phase. This
situation may naturally occur when the channel is satu-
rated by a large number of contending cognitive radios.
An attacker can broadcast a large number of packets with
the intent to saturate the control channel. By sending dif-
ferent types of packets, a malicious node reduces the risk
of detection. Combining the control channel saturation
attack with the small window backoff attack (described
in Section 8.2 ‘‘Small Backoff Window’’), the attacker may
be able to ensure the malicious node captures the control
channel before other users.

The authors of [52] propose using dynamic channelizat-
ion to address the common control channel access prob-
lem. The authors define an atomic channel as a basic unit
of b Hz. Upon the event of control channel migration, a
composite channel is formed from the atomic channels,
centered around a new carrier frequency. The formula
f = f0 + mb provides for the shifting of the center of fre-
quency from f0 to f by a multiple of the basic unit b Hz
where m = 0, ±1, ±2, etc. The bandwidth around f can be
obtained by channelization as a factor of kb, such that
k = 1, 3, 5, etc. Fig. 3 shows the migrated control channel
for the case of (m, k) = (4, 3).

The paper [59] presents a method to react to control
channel saturation with an alternative decision making
strategy based on rendezvous negotiation to ensure user’s
communication coordination. In essence, the paper pre-
sents a mathematical analysis of the resources required
for channel negotiation for the network based upon the
number of secondary users present and the current chan-
nel throughput. When the common control channel usage
approaches the point at which the additional allotment of
resources to rendezvous channel negotiation will create a
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Table 2
Key for 8 secondary users with 1 attacker [112].

Node Unique ID Key

0 000 k1 k2 k3

1 100 k1 k2 k03
2 010 k1 k02 k3

3 001 k01 k2 k3

4 101 k01 k2 k03
5 011 k01 k02 k3

6 111 k01 k02 k03
7 110 k1 k02 k03
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saturation condition, the network moves to the phase of
rendezvous channel negotiation. This method avoids the
situation in which common channel saturation is reached,
and there are no resources available for additional channel
rendezvous negotiation. Therefore, the early channel anal-
ysis and start of negotiation prevents the waste of data
transmission resources while the common control channel
is saturated.

4.3. Control channel jamming

Control channels facilitate the cooperation among cog-
nitive radio users. As a single point of failure, common con-
trol channel jamming (CCC) is the most effective and
energy efficient way for an attacker to destroy the entire
network system. With common control channel jamming,
receivers are prevented from receiving valid control mes-
sages when a strong signal is injected into the control
channel. This results in denial of service for users of the
network [49].

Using dynamic control channel allocation methods
combats control channel jamming by maintaining control
communications during the attack. There are two methods
for dynamic allocation of control channels: cross channel
communication [52] and frequency hopping [42].

The authors of [52] take advantage of the fact that suc-
cessful communications during a jamming attack can be
conducted on another channel not affected by jamming
signals. Cognitive radio users can continue to transmit on
the channel experiencing interference to notify other net-
work users not experiencing jamming of the new control
channel for receiving control messages. This results in suc-
cessful communication during jamming by using different
channels for transmitting and receiving control messages
with neighbors. Although communication is maintained,
this method incurs high channel switching overhead for
radios equipped with a single transceiver.

In the papers [42,48] the authors present methods to
mitigate common control channel jamming for cluster
based ad hoc networks using hopping sequences. In this
case, the cluster head determines the hopping sequences
and identifies the operating control channels for the clus-
ter. Due to the nature of the clustering of the network,
the network is partitioned into smaller groups. Therefore,
when a jamming attack targets a cluster, the affected net-
work area is reduced. The method presented by [48] differs
in that no two nodes share the same hopping sequence.

The mitigation tactic presented by [42] hides the
control channel location (frequency), and uses key distri-
bution techniques to allow legitimate users to decrypt
the control messages encrypted with keyed hash functions.
Control messages are repeatedly transmitted on multiple
control channels, so compromised nodes would only have
partial keys. Consequently the compromised nodes would
be unable to jam all of the control channels. Sufficiently
large key distribution with message duplication would
therefore allow continuation of control information
exchange during jamming attacks.

A polynomial based jamming resilient key assignment
protocol is presented by [12]. The key space consists of
p ⁄ q keys, where p is the number of time slots in a period,
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and q is the number of control channels. The control trans-
mission is sent repeatedly over all of the control channels
in each of the time slots in the period. Each node, including
the malicious users, is identified by a unique polynomial.
The scheme guarantees access of the nodes to the control
channel within a certain time period. However, since the
key space must be sufficiently large, based on the number
of time slots and control channels, it may incur large con-
trol retransmission overhead and delay.

A random key distribution scheme was proposed in
[86,87] for control channel access under jamming attack.
As in [12], the keys are used to hide the control channel
allocation in time slots with duplicate transmission on sev-
eral control channels. The diversity of keys is large, and so
it is probable that authorized users hold keys unknown to
compromised users. Keys are periodically reused in time
slots to limit the key space and corresponding storage
overhead. Cryptographic hash functions are used to map
the control channel keys to the allocated frequency and
time slot for control channel relocation in a reuse period.

The paper [112] provides a method of control channel
jamming avoidance without a pre-shared key distribution
system. The control data is distributed through cluster
heads in the network with each network node belonging
to only one cluster. A cognitive radio network with N nodes
requires 2log2N keys, with each secondary user receiving
log2N keys based on a unique binary ID. Each cluster head
generates and sends two control signals in every time per-
iod i. The functions F(ki, i) and F(ki

0, i) are used by the cluster
head to determine the control channels, and are known to
the cluster nodes. All nodes, including the jammer, receive
their assigned keys. Since no two nodes have a full set of
matching keys as relates to each time period, the jammer
will be unable to prevent any node from transmitting in
at least one time period.

Referring to the example in Table 2, assume a malicious
jammer, node 3. The jammer can jam the channel deter-
mined with k01 in period 1, the channel determined with
k2 in period 2, and the channel determined with k3 in per-
iod 3. However, since none of the other nodes have the
same three keys in the same time periods as node 3, each
will be able to transmit on the assigned control channel
in at least one of the three periods.

A stochastic sum game called jamming resilient control
channel (JRCC) is presented in [50]. The game models the
interchange among the cognitive radio users and the
attacker under the impact of the primary user. The
game objective is to determine the best control channel
allocation strategy to combat jamming using multiagent
pproach to cognitive radio network security: A survey, Comput.

http://dx.doi.org/10.1016/j.comnet.2014.10.001


14 D. Hlavacek, J.M. Chang / Computer Networks xxx (2014) xxx–xxx
reinforcement learning (MARL). The optimal control chan-
nel is found when the game reaches the Nash equilibrium.

In each stage of the game, each radio selects an action
that maps to a set of selected common control channels.
The nodes receive their rewards by complying with condi-
tions applied to each common control channel. To facilitate
cooperation, each radio broadcasts the control message
according to the conditions of the channel. Each node’s
strategies are updated with the parameters received from
its neighbors. If the primary user changes the game state,
the radios sense the channels to obtain the new state,
and update their parameters, learning rate, and strategy.
In this manner, the JRCC algorithm enables cooperation
between the nodes with low overhead to facilitate com-
mon control allocations while adapting to the primary user
and learning rates. Simulation results show that the JRCC
algorithm effectively combats jamming in an environment
that includes primary user activity.
5. Network layer

The network layer provides the ability to route data
packets from a source node on one network to a destina-
tion node on another network, while maintaining quality
of service. It also performs fragmentation and reassembly
of packets, if required. The cognitive radio network shares
security issues with the classic wireless communication
networks due to the three shared architectures of mesh,
ad hoc, and infrastructure. Cognitive radio networks also
share similarities with wireless sensor networks. These
include multi-hop routing protocols and power con-
straints. In addition, there are special challenges faced by
cognitive radio networks due to the required transparency
of the network activities to the primary user. Routing in
the cognitive radio network is further complicated by the
requirement of the radio to vacate the frequency when
the primary user is sensed as present. Cognitive radio secu-
rity vulnerabilities are therefore also inherited from these
architectural requirements.
5.1. Sinkhole

Cognitive radio networks often use multi-hop routing. A
sinkhole attacker takes advantage of multi-hop routing by
advertising itself as the best route to a specific destination.
This activity spurs neighboring nodes to use it for packet
forwarding. In addition, the neighbors of the attacker will
advertise the offender as the best route, creating a ‘‘sphere
of influence’’ for the attacker.

The attacker can begin the attack by building a trust
base. The attacker can use a higher level of power so it
can send any received packets directly to the base station.
It can advertise that it is one hop from the base station, and
forward all received packets appropriately for a time. After
trust has been established, and advertising of the node as
the best route has been propagated through the local area,
the perpetrator can begin other types of attacks, such as
eavesdropping.

The attacker can perpetrate the selective forwarding
attack by forwarding, dropping, or modifying received
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packets from select nodes. This attack is particularly effec-
tive with mesh and infrastructure architectures since all
local traffic looking to be relayed to another network has
the same destination; all traffic leaving the local network
needs to go through the base station.

Countermeasures for the sinkhole attack from outside
the network are based upon link layer authentication and
encryption. Using authentication, an outside attacker will
be unable to join the network. Since the cognitive radio
network will only use members for routing, the attacker
will be unable to advertise as the best route [40].

Countermeasures for the insider attack could be based
upon a continually updated trust determination. The cog-
nitive radio network would need a system to monitor
dropped or changed packets, and report issues to the
fusion center. After analyzing the received data, the base
station would flood the network notifying its members of
the communication issues recently experienced. It would
then drop the attacker as a member of the community.

Additionally, countermeasures to the insider attack can
be adopted from wireless sensor network studies, such as
the security aware ad hoc routing protocol (SAR). SAR is
based upon on demand protocols, such as Adhoc On
Demand Distance Vector (AODV) routing or Dynamic
Source Routing (DSR) [107].

With SAR a security metric is added to the route request
packet (RREQ) and the route discovery procedure is modi-
fied. Intermediate nodes receiving the RREQ packet deter-
mine if the security metric or trust level is satisfied. If it
is satisfied, the node processes the packet and uses con-
trolled flooding to propagate the packet. If the required
security is not satisfied, the packet is dropped. A reply
packet (RREP) is generated if an end to end path can be
found based on the required security attributes. A notifica-
tion is sent to the sender if such a path cannot be found.
The sender can then modify the trust level in order to find
a route [107,100].

With the assumption that a key cannot be determined
by nodes that did not receive it from the base, a malicious
node that interrupts the flow by altering the security met-
ric cannot cause serious damage. Without the key, the
attacker cannot decrypt the packet, and a legitimate node
receiving the packet with an altered security level will
drop it [100].

5.2. Wormhole

The wormhole attack is closely related to the sinkhole
attack. Basically, an attacker tunnels messages received
in one part of the network over a low latency link. The
messages are replayed in another part of the network. In
the simplest example, a node situated between two other
nodes forwards messages between the two of them.
Wormhole attacks are usually administered by two mali-
cious nodes that understate the distance between them
by relaying packets along an out-of-bound channel that
is unavailable to the other nodes.

A wormhole attack is perpetrated by convincing nodes
that are usually multiple hops from the base station that
they are only one or two hops away through the adversary.
If the end point of the wormhole is relatively far from the
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base station, most nodes in the local network area will try
to use the attacker for forwarding. Packets can then be
selectively forwarded to the malicious node close to the
base station for additional forwarding, or captured for
eavesdropping as they are forwarded [34,40] (see Fig. 4).

If the adversaries are placed carefully, the attack could
result in a partitioned network when the attackers stop
relaying the packets. This action would trigger network
routing discovery. Participating in the discovery effort
may provide the attacker with additional information that
could be used for other attacks, such as eavesdropping.

One prevention method for the wormhole attack was
suggested by [40]. Karlof and Wagner suggest using geo-
graphic routing protocols to forward packets in the net-
work. Such protocols construct a topology based on
routing traffic physically towards the base station. Using
this routing method, it is difficult to attract traffic towards
a sinkhole or wormhole. Local nodes would detect an arti-
ficial link because they would notice the distance between
themselves and the attacker, or between the attackers, is
beyond normal radio range.

The authors of [34] propose using packet leashes to
detect and defend against wormhole attacks. The authors
present two types of packet leashes: geographic and tem-
poral. Both leashes allow the receiver of a packet to detect
if that packet traveled farther than the leash allows. The
geographic leash is used to ensure the packet recipient is
within a certain distance from the sender. For the geo-
graphical leash to be constructed, each node must be
aware of its own location, and the clocks of all nodes must
be loosely synchronized. Sending nodes include in their
packets their own location and the time the packet was
sent. The receiving node compares this data to its own
location and the time of receipt. Assuming the clocks of
the nodes are loosely synchronized, the receiver can com-
pute an upper bound on the distance between the sender
and itself. It is noted that obstacles in the network field
would not allow distance bounding based on location data.
Therefore, wormholes could still be created, since commu-
nication may not be allowed between two nodes that
would otherwise be in transmission range.

The temporal leash provides an upper bound on the
packet lifetime. This lifetime in effect restricts the
Fig. 4. Wormhole attack.
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maximum travel distance of the packet. Creation of a tem-
poral leash requires tightly synchronized clocks, such that
the maximum difference allowed is t. All nodes in the net-
work must be aware of the value of t, and it must be on the
order of a few microseconds or less. When sending a
packet, the sender would include in the packet the time
the packet was sent. The receiving node would compare
the time to the time received. From this information, the
receiver would be able to determine if the packet had trav-
eled too far based on transmission time and the speed of
light.

5.3. HELLO flood

The HELLO attack was first introduced by [40] as an
attack against wireless sensor networks. However, due to
the possibility of using similar routing strategies, the
attack can be applied to the cognitive radio network. The
attack is perpetrated by an attacker that broadcasts a mes-
sage to all nodes in a network. The packet may be advertis-
ing a high quality link to a specific destination. Enough
power is used to convince each node that the attacking
node is their neighbor. The nodes receiving the packets
assume the attacker is very close due to the strength of
the received signal, when in fact the attacker is a great dis-
tance away. Packets sent from the network nodes at the
regular signal strength would be lost. In addition, network
nodes may find themselves with no neighbors available to
forward packets to a particular destination, since all nodes
are forwarding packets towards the attacker. Protocols that
depend upon localized information exchange between
neighbors for topology maintenance are also subject to
the attack. Note that an adversary need not to be able to
read or construct legitimate traffic; the attacker needs only
to capture and rebroadcast overheard packets with enough
power to reach every node in the network [40].

The HELLO attack can be defended against by verifying
the bi-directionality of links before using the link estab-
lished by a message received over the same link. Using a
base station as a trusted third party to facilitate the estab-
lishment of session keys between parties in the network
can provide verification of bi-directionality. The session
key allows the communicating nodes to verify each other’s
identity, as well as provides an encrypted link between
them. It should be noted the number of shared keys needs
to be limited to prevent the attacker from establishing a
link between every node. An alarm should be raised about
the detection of an attacker if one node claims to be a
neighbor to an inordinate number of nodes [24,40].

5.4. Sybil

Local entities that have no direct physical knowledge of
remote entities perceive the others as informational
abstractions. These are referred to as identities. A system
must have the capability to ensure that distinct identities
refer to distinct entities [20]. Without this ability, the rep-
utation system used to prevent other types of attacks will
be subverted.

An attacker perpetrating the Sybil attack will create a
large number of pseudonymous identities so it can gain a
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disproportionately large influence on the network. In other
words, the mapping of identities to entities is many to one.
Pairing the Sybil attack with the launch of the primary user
and Byzantine attacks can allow the attacker to prevent
use of the channel by legitimate users by effectively poi-
soning the decision making process [89]. Additionally,
the misbehavior can be spread amongst the nodes acting
as Byzantines, making any one of them especially difficult
to identify [58].

Validation of each node’s identity is the key to defend-
ing against the Sybil attack. The two ways to validate an
identity are direct validation, in which a node directly tests
whether the identity of another node is valid, and indirect
validation, in which nodes that are already verified provide
validation or refutation for other nodes.

In [20] resource testing is proposed as a method of
direct validation. An assumption made with resource test-
ing is that the resources of the attacker’s physical entity are
not unlimited. Identities are tested to verify that each iden-
tity has as much of a tested resource as a physical device.
The authors proposed measuring the resources available
for computation, storage, and communication.

One communication testing example is to broadcast a
request for identities, and only accept replies that occur
within a given time interval. To test storage resources, each
entity is asked to store a large amount of unique, incom-
pressible data. The challenging entity keeps small excerpts
of the data to use to verify the challenged identities are
storing the data they are sent. Finally, to test computation
resources, each entity is asked simultaneously to solve a
unique puzzle in a limited time.

The authors of [58] suggest another validating method
that may be suitable for cognitive radio networks. For the
radio resource testing method, it is assumed each physical
device has only one radio. It is also assumed that a radio
can only send or receive on one channel at any moment.
A node can verify that none of its neighbors are Sybil iden-
tities by assigning each of the neighbors a different channel
on which to broadcast a message. From the same set of
channels, a channel is then randomly chosen by the chal-
lenger on which to listen. The challenger will hear the mes-
sage if the neighbor assigned the channel is legitimate.

In [40] a solution involving symmetric keys is sug-
gested. With this solution, every node shares a unique
symmetric key with a trusted base station. The base station
also acts as a trusted third party to facilitate the establish-
ment of session keys between parties in the network. The
session key allows the communicating nodes to verify each
other’s identity, as well as establish an encrypted link
between them. It should be noted the number of shared
keys needs to be limited to prevent the attacker from
establishing a link between every node. Also, the base sta-
tion can place a reasonable limit upon the number of
neighbors a node is allowed. An alarm should be raised
about the detection of an attacker if one node claims to
be a neighbor to an inordinate number of nodes.

As mentioned in [104], many of the trust and reputation
based schemes previously proposed can be applied to the
Sybil problem. Refer to Section 4.1 for descriptions of these
techniques. Nodes with a bad reputation, or those that are
proven as untrustworthy, will be punished or removed
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from the network, regardless of whether they are truly a
distinct node, or a Sybil.

5.5. Ripple effect

The ripple effect is a new attack that is specific to cog-
nitive radios because of their ability to change channels
during communication. Cognitive radios actively change
channels to avoid the primary user and to utilize the chan-
nel that will provide the best throughput in the local area.
The ripple effect is similar to the primary user emulation or
Byzantine attack in that the wrong channel information is
provided so that the other nodes in the area change their
channel. However, the ripple effect attacker’s intent is to
cause the false information to be passed hop by hop, and
in turn cause the network to enter a confused state.

It should be noted that the attack is especially effective
when the attacker transmits with a strong signal because
of the following:

1. The activity of a primary user is generally greater
than that of a secondary user, so the appearance
of a primary user may affect several ongoing trans-
missions of secondary users.

2. Secondary users expend time and energy for spec-
trum sensing, neighbor discovery, and channel
switching (a few milliseconds) when changing
channels.

3. Channel switching of one secondary user may
cause a ripple effect, or cascaded switching of mul-
tiple secondary users [115].

Countermeasures to the ripple effect attack are similar
to those for the primary user emulation and Byzantine
attacks. It is essential that primary user presence can be
detected and validated. Similarly, it is essential that the
information passed from a neighbor about the presence
of the primary user is also validated. Such validation can
ensure the licensed channel is vacated when necessary,
and channel switching will only occur when necessary.
6. Transport layer

The transport layer responsibilities include flow control,
congestion control, and end-to-end error recovery. The
transport layer in the cognitive radio network is subject
to many of the vulnerabilities that plague wireless ad hoc
networks.

6.1. Key depletion

Cognitive radio networks suffer from short transport
layer session duration due to high round trip times and fre-
quently occurring retransmissions [72]. This necessarily
implies that a large number of sessions are initiated. Most
transport layer protocols, such as secure socket layer (SSL)
and transport layer security (TLS), establish cryptographic
keys at the beginning of each transport layer session. With
the great number of session keys generated, it becomes
more likely a session key will be repeated. Repetitions of
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a key can provide an avenue of exploitation to break the
underlying cipher system. It has been established that
the wired equivalent privacy (WEP) protocol and temporal
key integrity protocol (TKIP) used for IEEE 802.11 are prone
to key repetition attacks.

Security protocols used below the network layer cur-
rently are designed to accommodate the total number of
sessions that are typically created for wireless LANs. The
newer Counter Cipher mode with block chaining Message
authentication code Protocol (CCMP) is designed to expo-
nentially delay key repetitions [53]. CCMP offers enhanced
security compared to TKIP by using 128 bit keys with a
48 bit initialization vector. This architecture minimizes
the vulnerability of the system to replay attacks. Since
the current design is inadequate for the security require-
ments of cognitive radio networks, new protocols need to
be investigated.
7. Application layer

The application layer is the layer closest to the end user.
The user and the application layer interact with the appli-
cation software. The application layer is responsible for
determining the resources available, synchronizing com-
munication, and identifying the communicating devices.
Cognitive radios require a greater processing power and
memory capacity than the traditional smart phone. This
is because of the extra tasks performed by the cognitive
radio, such as spectrum sensing and learning. Cognitive
radios are therefore expected to be the target of software
viruses and malware [4]. Additionally, physical and link
layer delays due to spectrum handoffs, unnecessary rerout-
ing and stale routing due to network layer attacks and
delays due to frequent key exchanges cause degradation
of the QoS in the application layer protocols [53].
7.1. Cognitive radio virus

The cognitive radio network is as vulnerable to viruses
as other types of networks and platforms controlled by
software. Viruses are computer programs that can replicate
themselves and spread from radio to radio. For replication,
the virus must be able to execute code and write to
memory.

In a self propagating network like the cognitive radio
network a virus can be particularly devastating. A radio
infected with the virus can impose upon its neighboring
node a false state, or a series of transition states. The neigh-
bor will pass along this false state. A particularly trouble-
some side effect of this propagation is that an artificial
intelligence (AI) cognitive radio will erroneously learn to
react to this false environment, affecting future network
decisions.

The authors of [32] present a model for the propagation
of a self propagating AI virus through a cognitive radio net-
work. Simulation showed that the time taken to infect the
whole cognitive radio network increased exponentially
with network size. Second, it was shown that the antivirus
performance of static networks is better than the perfor-
mance of a dynamic network in the presence of an AI virus.
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It was also shown that the AI virus propagation speed
increases with an available abundant spectrum resource
in the area. However, the variability of the spectrum does
not affect the propagation speed noticeably.

In the paper [18] the authors suggest a feedback loop
into the network to cause the radios to relearn in the case
of propagated false environmental information and conse-
quent decisions and learning. A second approach is to build
in logic that will invalidate learned actions that are known
to violate certain principles.

7.2. Policy attacks

There are four main functions of the policy system of
the policy based cognitive radio. They are policy derivation,
policy distribution, policy reasoning, and policy enforce-
ment. The paper [6] describes the security threats associ-
ated with each of the functions. The attack on the policy
derivation and distribution functions by spoofing, and pol-
icy reasoning and enforcement threats are described
below. The policy attacks via forging occur at a different
level targeting the application layer; therefore, those
attacks are described under the cross-layer attacks.

The functions of policy derivation and policy distribu-
tion can be disrupted by a malicious node through spoofing
the policy administrator. With the spoofing attack on pol-
icy derivation, the faked policy administrator feeds the
radio policy manager false or misleading policies designed
to decrease network performance or cause interference
with the primary user. Similarly, the spoofing attack on
the policy distribution function allows a faked policy ser-
ver to supply misleading policies to the radio’s policy
engine. An authentication protocol that uses certificates
to validate the policy administrator can mitigate these
attacks.

The policy reasoning and enforcement attack occurs
when a selfish policy controlled cognitive device sends
false reasoned information to other ordinary cognitive con-
trolled devices in the area stating there are no available
bands for transmission. In this way the selfish device keeps
transmission opportunities for itself. Reputation or collab-
orative decision schemes are recommended as mitigation
avenues.
8. Cross-layer

Cross-layer attacks launched by adversaries target mul-
tiple layers. These types of attacks can affect the whole
cognitive cycle of spectrum sensing, spectrum analysis,
and spectrum decision. Many of the attacks described ear-
lier can be combined to create cross-layer attacks. In addi-
tion, the same attacks may target one layer, but affect the
performance at another layer. Often the cross-layer attack
will take place on the physical layer while targeting the
performance of the MAC layer.

8.1. Routing information jamming

This attack can take place in a cognitive network with
no common control channel. It also takes advantage of
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the fact that there is delay during spectrum handoff. The
delay allows jamming of the routing information among
neighboring nodes. The result is the use of stale routes
and incorrect routing of packets.

To start the attack, a malicious node causes the targeted
node to initiate spectrum handoff before the routing infor-
mation is exchanged. When spectrum handoff occurs, the
targeted node stops all ongoing communication, leaves
the frequency, determines a new spectrum for transmis-
sion, identifies neighboring nodes, and informs neighbor-
ing nodes of the change in frequency. The targeted node
cannot receive or transmit updated routing information
until the handoff is complete; this is referred to as deaf-
ness. Until the routing information is updated, the targeted
node and its neighbors will use stale routing information.
By causing the targeted node to continuously perform
spectrum handoff just before routing information
exchange, the attack can be extended and made more
severe [53].

The paper [116] presents a collision free resident chan-
nel selection based solution (CFRCS). With this solution, a
resident channel is selected by each node from the avail-
able channel set during network initialization. It then
broadcasts this selection with its neighbors. Nodes are
expected to receive any updates on the resident channel.
However, this protocol requires that each cognitive node
is equipped with two half duplex transceivers with one
waiting on the resident channel for a request of control
message exchange, and the other sitting on the data trans-
mission channel.

8.2. Small backoff window

The small backoff window attack is also known as the
backoff manipulation attack. In this attack the attacker
manipulates the contention protocol parameters to retain
exclusive or more frequent access to the channel. Selfish
or malicious users choose a very small backoff, or conten-
tion, window in the effort to gain more access to the chan-
nel. This attack is feasible against cognitive radio networks
using Carrier Sense Multiple Access with Collision Avoid-
ance (CSMA/CA) protocol at the MAC layer.

The authors of [98] base their proposal on the method
presented in the first paper, only using a more refined test
to compute the difference between distributions. A strat-
egy is presented in which the backoff value of a sender is
assigned by the corresponding receiver. Monitoring of the
sender’s compliance with the assigned backoff window is
also provided by the receiver. If the sender deviates from
the assigned value, it incurs punishment with the assign-
ment of a larger backoff value for future transmissions.
Continued misbehavior can result in the node from being
ejected from the network.

The mitigation described above does not apply to
events if collusion occurs between the sender and receiver.
Neither does it apply if the receiver assigns large backoff
values to alleviate contention for its own transmissions.
Increasing the number of cognitive radios monitoring the
backoff can help alleviate issues of collusion, or the event
of the malicious receiver. It was suggested that every cog-
nitive radio publish its backoff schedule in advance, or
Please cite this article in press as: D. Hlavacek, J.M. Chang, A layered a
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publish the seed to a publicly known pseudo random num-
ber generator used to generate the backoff values. With
this information, neighbors can detect misbehavior of
neighboring nodes [113].

8.3. Lion attack

The Lion attack is specific to the cognitive radio net-
work. The attack takes place at the physical/link layer,
while targeting the transport layer. In essence, the attacker
uses a primary user emulation attack in order to disrupt
the Transmission Control Protocol (TCP) connection. The
attacker can be an outsider or a part of the network.

The attack affects the TCP by forcing frequency handoffs
in vacating the channel due to the perception the primary
user is present. When the handoff occurs, the TCP is not
aware of the switchover. TCP will continue creating logical
connections and sending packets while not receiving any
acknowledgments. If no acknowledgments are returned,
TCP considers the segment as lost due to congestion. As a
consequence, TCP retransmits the segment while reducing
the congestion window. This results in delays and packet
loss, reducing throughput.

The attack can become even more extended and severe,
becoming a denial of service attack, if the attacker can
anticipate the new channel to which the secondary user
will move. If the attacker moves to the new channel, and
again simulates the primary user, or jams the channel,
the sender will not be able to successfully send data [24].

The authors of the paper [43] present a method of mit-
igation to the lion attack. Besides identifying the attack, the
authors suggest that cross-layer communication must be
established in order to make the TCP aware of the attack.
This communication will allow the cognitive radio network
to halt the TCP connections during frequency handoff. The
TCP parameters can then be adapted to the connection
parameters after handoff.

Additionally, the control data that is shared by the
whole group of cognitive radio network participants needs
to be protected from eavesdropping by the attacker to pre-
vent the attacker from becoming aware of the current and
future actions of the network. The authors of [43] suggest
the use of a common shared secret key. The group key will
provide group members the ability to send encrypted data,
decrypt received data, and authenticate itself as a network
member. Of course, only the current group members
should know the group key, so the key would need to be
updated as the membership changes. It is suggested cur-
rent group key management (GKM) studies be applied to
the cognitive radio network as a solution. Unfortunately,
the cross-layer communication and group key can only
mitigate the lion attack since these solutions cannot stop
denial of service or channel degradation due to jamming.
In an effort to identify the attacker, the authors of [43] sug-
gest adding a parallel cross-layer intrusion detection sys-
tem adapted to cognitive radio networks.

8.4. Jellyfish attack

The jellyfish attack and the lion attack are related in
that they both target the TCP. In the lion attack, the
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degradation of the TCP occurs because of frequent fre-
quency handoffs. In the jellyfish attack, throughput is
decreased because of out of order, delayed, or dropped
packets.

The jellyfish attack is performed at the network layer,
while targeting the transport layer. The attacker can perpe-
trate the attack by intentionally reordering the packets it
receives and forwards. TCP has a vulnerability to out of
order packets; out of order packets trigger retransmissions
and degrade network throughput. Dropping a fraction of
the packets also degrades throughput, similar to a sinkhole
attack. However, in this variant the packets are dropped
intelligently such that they coincide with the TCP trans-
mission window. This can cause near zero throughput in
the TCP protocol. Additionally, if the malicious node ran-
domly delays packets, throughput will be affected because
it causes the TCP timers to be invalid, resulting in network
congestion [53]. Part of the difficulty in mitigating the jel-
lyfish attack is that the jellyfish obeys all of the data plane
and control plane protocol rules. Therefore, supportive
nodes can hardly distinguish between the attack and a
congested network [64]. It is possible that successful jelly-
fish attacks can partition the network [75].

In the paper [75] a scheme is presented that exploits the
broadcast nature of the wireless medium for detection and
mitigation of jellyfish attacks. A jellyfish can be detected by
its neighbors simultaneously when the neighbors are set as
promiscuous so they can observe each other’s activities. In
the proposed scheme the TCP protocol is altered such that
catalyst helper packets are sent to check for congestion
when the network experiences low throughput. The pack-
ets are supplied with cumulative sequence numbers and a
flow id number. Observing nodes are able to identify if
packets are delayed, dropped, or sent out of order by a
neighbor. When a threshold of such detected misbehavior
is reached, the misbehaving node is punished, and can be
isolated from the network. Punishment can include revoca-
tion of the certificate of the malicious node by the central-
ized trusted authority, or isolation of the malicious node by
the dropping of all control and data packets forwarded or
originated from the node.

A trust based mechanism is presented in [68] for estab-
lishing and managing trust in pure ad hoc networks where
no base station or other central entity exists and the nodes
are not required to be preconfigured. Routing protocols,
such as Dynamic State Routing (DSR) and Adhoc On
Demand Distance Vector (AODV), are modified to allow
establishment of routes with a certain level of confidence.
Nodes first check the trust value at the next hop to ensure
it is equal to or greater than a specified threshold before
forwarding packets to the node. If the threshold value is
not adequate, the sending node will try to avoid a path
using the suspect node [68].

A scalable and a robust approach to enforce collabora-
tion in a mobile ad hoc network is presented by [36]. In
this mitigation effort, every node observes its neighbors’
activities. Each node computes the ratio of dropped pack-
ets in a certain time window for its neighbors that drop
packets. When a ratio for a node exceeds an predetermined
threshold value, the one hop neighbors punish the node
with isolation for a time period.
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8.5. Policy attacks

As mentioned in Section 7.2, the paper [6] describes the
security threats associated with each of the main functions
of the policy system of the policy based cognitive radio.
The attack on the policy reasoning and enforcement func-
tions, as well as the policy derivation and distribution
functions by spoofing, were already described. The forging
policy attacks occur at a different level, targeting the appli-
cation layer, and are described here.

In the forgery attack against the policy derivation func-
tion the malicious entity intercepts communications from
the policy administrator intended for the policy manager.
The original policy is replaced with a forged policy result-
ing in a compromised network and decreased network per-
formance. Similarly, the forgery attack on the policy
distribution function intercepts and replaces the policy
from the policy server intended for the policy engine. The
use of certificates or other authentication protocols for
identity validation can mitigate these attacks.

8.6. A suggested multi-level security framework as attack
mitigation

Trying to address several layers of attack of the cogni-
tive radio network, the paper [77] presents a multilevel
framework for the security of the cognitive radio net-
work. The basis of the proposal is a new, secure, adaptive
MAC protocol called dynamic decentralized and hybrid
MAC (DDHMAC). This cognitive radio MAC protocol is a
hybrid that lies between the static common control chan-
nel using an unlicensed spectrum band (commonly
referred to as GCCC) and the non-GCCC protocols. The
protocol creates an adaptive, secure, and energy efficient
network by tuning its parameters efficiently and intelli-
gently based on the current situation of the network.
The protocol includes a primary control channel and a
backup control channel, both sent over the white spaces
in the spectrum.

Four levels of security are provided by the DDHMAC
protocol. First is the encryption of the beacon frame. Recip-
ients of the beacon frame apply the relevant decryption
scheme to read the primary and backup control channels.

The second level of security is the secure transmission
of the free channel list (FCL). The FCL is exchanged secretly
over the primary control channel. The chosen control chan-
nel is only known to the cognitive radios in the vicinity.
Additionally, all frames are encrypted using the public
key, and only nodes with the private key can retrieve the
information.

DDHMAC adds a timestamp to each data transmission
as a third level of security. Data is expected to be received
in a certain period of time; if the data is not received in the
specified time period, it is assumed the integrity of the data
could be compromised and therefore untrustworthy. This
protocol helps protect the system against man in the mid-
dle attacks.

The last level of security is the dynamicity of the control
channel. Since the primary control channel is sent over a
white space, the appearance of the primary user could
occur, thus moving the network communication to the
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backup control channel. If the primary user also appears on
the backup control channel, the nodes switch to the GCCC
to search for a beacon frame. Any attacker targeting the
primary and backup control channels via smart jamming
will need to recompile their attack strategy whenever the
primary users appear. This provides a higher level of secu-
rity to the network.

9. Conclusion

With our increasing usage of the air as a medium for
connecting electronically with the world, the current spec-
trum defined for commercial and personal usage has
become crowded. The cognitive radio network with soft-
ware defined capabilities will open to users more spectrum
frequencies, and hence, enhanced communication oppor-
tunities. However, the new technology also provides ave-
nues for new attacks perpetrated by malicious or selfish
users with the desire to inhibit communication, capture
or change the message, or use the spectrum exclusively.

In this paper we have presented the structures of mali-
cious attacks on the cognitive radio network. We have
identified attacks from both the traditional cellular net-
works and the wireless sensor network arena that apply.
We also presented attack scenarios specific to the cognitive
radio network architecture and capabilities. Following
each attack scenario we presented mitigating techniques
particular to the attack.

Recent security research on the cognitive radio network
has focused on the insider threat (Byzantine), jamming of
the control channel or other portions of the spectrum,
and externally affecting spectrum usage by masquerading
as a primary user. More research needs to be completed
in the area of secure transport protocols for the spectrum
aware cognitive radio networks, considering the network’s
unique characteristics in spectrum management and spec-
trum mobility. Additionally, research needs to take place in
the realm of cognitive radio ad hoc networks (CRAHNS),
addressing their distinctive security issues related to their
network building functions. Finally, further research needs
to be conducted in the area of protecting the cognitive
radio function from many of the traditional threats, such
as worms, trojans, and viruses, as well as new threats that
attack the radio’s ability to learn.

As the cognitive radio network concept matures and
comes to fruition, the network security sword play of
thrust and parry will continue. The true challenge of the
security warrior is prior preparation for the battle. Exten-
sive research and discussion about securing the network
will contribute to a proper framework that can be built into
the cognitive radio system.
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